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About this report

Full Fact wants to build a better information environment to restore trust. We fight bad
information—and we promote good information that allows people to make informed
choices. Our team of independent fact checkers, technologists, researchers and policy
specialists tackle the harm caused by misinformation in the following ways:

e We fact check claims in public debate which are of public interest.
e We ask people to correct the record where possible.
e We build world-leading Al tools which allow small teams to work
at internet scale.
e We campaign for system changes to make bad information
rarer and less harmful.
e We advocate for high standards in public debate.

This report assesses the precarious state of the UK's information environment, focusing
on growing uncertainty about what to trust and the serious impact this is having on
democracy. It examines how political and technological change is reshaping the way
information is produced, distributed and amplified. This includes the growing influence
of Al-mediated systems, platform design, and incentives that shape information flows. It
also considers the implications of these defining changes for the government, regulators
and the public in sustaining a shared understanding of reality and trust in democratic
processes.

It follows on from our 2025 report, Restoring trust in a fractured information environment,
our 2024 report, Truth and trust in the age of Al, and our 2023 report, Informed citizens:
Addressing bad information in a healthy democracy. This is the seventh annual report
that we have produced with the generous support of the Nuffield Foundation.

The Nuffield Foundation is an independent charitable trust with a mission to advance
social wellbeing. It funds research that informs social policy, primarily in education,
welfare, and justice. The Nuffield Foundation has funded this report but the views
expressed are those of Full Fact. The contents of this report are the responsibility of Full
Fact’s Chief Executive. They do not necessarily reflect the broad spectrum of views held
by Full Fact’s Board of Trustees.

Nuffield
Foundation
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Foreword

The UK’s information environment is becoming harder to trust, harder to navigate
and easier to manipulate. This is no longer a distant or theoretical concern. It is
already reshaping public debate and confidence in our democratic institutions. The
systems people rely on to understand the world—search engines, social platforms,
Al tools and recommendation systems—are changing at extraordinary speed, often
without meaningful transparency or accountability. At the same time, many of the
institutions responsible for producing and verifying trusted information are under
sustained political, financial and technological pressure.

As Full Fact has repeatedly argued, democracies depend on an environment in
which reliable information is both visible and verifiable. But this does not happen
automatically. Good information that allows people to make informed choices has
to be defended and strengthened, as it struggles to compete with systems that
increasingly reward speed and outrage, and that promote uncertainty.

Right now, many of the signals people once relied on to judge credibility are
weakening. Authoritative reporting and fact checking competes in the same
spaces as conspiracy theories, synthetic content, manipulated media and politically
motivated distortion. In some cases, confusion itself has become the strategy—not
persuading people to believe one false claim, but creating enough uncertainty that
trust in all information begins to break down.

This is the challenge of our age. Technological change is reshaping how information
is created, distributed and consumed faster than governments, regulators or
democratic institutions have been able to respond. At the same time, old political
certainties that underpinned the post-Cold War democratic order are disappearing.

Since the return of President Trump, the global political environment has become
more openly hostile to many of the institutions traditionally responsible for
establishing shared facts and democratic norms, and those shifts impact the UK too.
They shape the behaviour of political actors, media systems and online audiences;
they empower the Big Tech platforms to ignore many of their responsibilities; and
they are accelerating the sense that public reality itself is becoming contested
territory.

We have to think hard about what this means for our democracy. As this report

sets out, the next UK general election will take place in conditions unlike any
previous electoral cycle. Al-powered search tools and chatbots are rapidly becoming
mainstream entry points for political information. Increasingly, people are not
searching for sources and weighing evidence themselves; they are receiving
automated summaries, generated interpretations and synthesised answers.
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Those systems shape not only what people see, but how issues are framed and
understood. Meanwhile, synthetic media is becoming cheaper, faster and more
convincing just as major platforms have reduced moderation capacity, weakened
verification systems and stepped back from earlier commitments around trust and
safety.

These are not isolated developments. Taken together, they amount to a structural
shift in the information environment itself. InNformation now moves ever more rapidly
through systems optimised primarily for engagement rather than accuracy. Reliable
information still exists, but it is competing in environments designed to maximise
attention, emotional reaction and frictionless sharing. The result is a growing gap
between the availability of trustworthy information and the public’s ability to
recognise and act on it.

That matters because democratic societies rely on some shared ability to establish
facts, resolve uncertainty and make decisions based on evidence. When people

no longer know what information can be trusted, public debate fragments and
political disengagement grows. Elections become more vulnerable to manipulation,
and public crises become harder to manage. Trust, once lost, becomes far harder to
rebuild.

The UK is not currently well prepared for this reality. Responsibility for electoral
integrity, online safety, platform accountability and crisis communication is
fragmented across multiple institutions with overlapping or unclear mandates.
Although wider crisis management frameworks have been strengthened, there
remains no clear system for resolving information uncertainty during high-pressure
democratic moments, and no single institution responsible for ensuring that reliable
public-interest information remains visible and trusted when it matters most.

This report argues that the UK needs to treat the information environment as
critical democratic infrastructure. That means moving beyond piecemeal responses
and recognising the scale of the structural change underway. Public resilience
cannot depend entirely on individuals trying to navigate increasingly complex and
automated information systems by themselves.

A stronger democratic information environment requires systemic reform: clearer
institutional coordination, stronger accountability for platforms and Al systems,
better visibility for high-quality public-interest information, and long-term investment
in media literacy and public resilience. It also requires recognising that the design of
platforms and Al systems is not neutral. Decisions about ranking, recommendation,
moderation and visibility shape public understanding at enormous scale. Those
decisions carry democratic consequences.
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There is no route back to an earlier information environment, or a simpler time.
The task now is to build institutions and safeguards capable of functioning in a
faster, more fragmented and more automated public sphere. Other democracies
facing similar pressures are beginning to move towards more coordinated
approaches built around transparency, preparedness and accountability. The UK
risks falling behind if it continues to respond in a fragmented and reactive way.

The decisions taken now will shape whether future elections are defined by
confusion and mistrust, or by clarity, confidence and democratic resilience.
Building a better information environment is no longer an abstract ambition.
It is a democratic necessity.

Chris Morris
Chief Executive
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Executive summary

Over the past year, facts—and the institutions that verify and communicate them—have
come under intense and sustained pressure. Fact checking organisations, journalists and
researchers face growing political, legal and economic challenges that undermine their
ability to operate independently and maintain public trust. At the same time, changes

to online platform features and the rapid integration of Al-mediated systems have
reduced the visibility of authoritative information, and weakened the signals people rely
on to judge what is accurate. These pressures risk reducing both the supply of reliable
information and the public’s ability to recognise false and misleading information. The
consequence of which can only lead to a growth in real-world harms.

Information in the UK circulates through complex and increasingly automated systems
involving media organisations, online platforms, recommender systems, search engines,
Al tools, political actors, influencers and closed networks. These operate alongside
public institutions, including those responsible for electoral security, online safety and
public communication. Collectively, these actors and systems form the UK’s information
environment, and shape how people encounter, interpret and act on information across
public life.

While this report focuses on the threat of misinformation and disinformation to UK
democracy, the dynamics it examines extend beyond politics. The same systems and
incentives shape access to information about health, the economy, and other areas
where reliable information is essential. False and misleading information in these
domains can have consequences for individual wellbeing, social cohesion, and public
trust in institutions and information itself. Elections and public crises are concentrated
periods of stress in which these dynamics are acutely visible, exposing underlying
weaknesses.

This report assesses a growing democratic risk: persistent uncertainty about what
information can be trusted, verified and acted upon. This can arise from incomplete or
contested facts, delayed or fragmented institutional response, and declining confidence
in institutions and sources of clarification. It is compounded by structural weaknesses
across technological, institutional and regulatory systems, and by the absence of a clear,
visible system for resolving uncertainty during periods of democratic stress.

Part 1 examines how uncertainty emerges and misinformation proliferates during UK
elections and public crises. It identifies recurring patterns and shows how platform
design, Al-mediated systems, monetised incentives and declining trust interact to amplify
false and misleading information. These dynamics weaken authoritative signals and
allow uncertainty to persist even where reliable information is available.
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Part 2 assesses the resulting democratic harms. These include the erosion of a shared
factual understanding of reality, increased confusion, disengagement and withdrawal
from political participation, heightened community tensions, and declining trust in
institutions and information sources. It also considers how these risks are likely to evolve
and why the UK’s information environment is likely to be different in the next general
election.

As we approach that election, Al-powered search tools, chatbots and automated
summaries are becoming routine entry points for political information, shaping what
people encounter and how issues are framed. Synthetic content can be generated and
disseminated rapidly and strategically, while platform safequards are becoming more
variable, and some moderation capacity is being reduced. These changes represent a
structural shift in how information is produced, distributed and consumed.

Part 3 places the UK'’s experience in an international context. Other democracies

face similar pressures and have not resolved them. However, international evidence
suggests that resilience is stronger where systems are designed holistically, with clear
responsibilities, transparency, access to data, platform accountability, and visible
institutional communication during elections and crises. These examples provide
practical lessons for strengthening the UK'’s capacity to respond to information-related
risks.

Part 4 evaluates whether the UK’s laws and institutions are equipped for the
contemporary information environment, particularly under the conditions of an

election or a crisis. It finds that responsibilities are fragmented across multiple bodies,
coordination mechanisms and escalation pathways are opaque, and existing legislation
lags behind the pace and complexity of emerging information threats. No single
institution is responsible for ensuring system-wide coherence across the UK’s democratic
information environment, nor for providing a visible, accountable centre to coordinate
responses to information incidents.

Part 5 sets out recommendations for reform. While targeted intervention can address
specific problems, they will not keep pace with the fast-moving, interconnected risks
in the modern information environment. Strengthening the UK’s capacity to manage
information-related risks will require coordinated reform across multiple domains. This
report makes a series of recommendations under four mutually reinforcing pillars.

We cannot just assume the UK’s democratic information environment will remain stable
under intensifying strain. Uncertainty is becoming structural rather than episodic. In the
next general election, information systems are likely to be faster, more automated, and
less predictable than those of the past. Meeting this challenge will require stronger legal
and institutional frameworks, clearer accountability for platforms and Al systems, and
sustained investment in high-quality public-interest information. The decisions taken
now will shape whether future elections are defined by confusion and mistrust or by
clarity, confidence and democratic resilience.
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Recommendations

This report sets out a programme of reform to strengthen the UK’s democratic
information environment. It brings together a set of practical, system-level
recommendations designed to reduce uncertainty, improve the visibility of reliable
information, and ensure that public authorities, online service providers and the public
are better prepared for high-pressure situations, such as elections and crises. The
recommendations are organised under four mutually reinforcing pillars, summarised
below and set out in full in Part 5.

1. Secure the information ecosystem

Ensure that the information environment supports the rapid circulation and visibility
of accurate, reliable information—particularly during elections and crises—so that
uncertainty is resolved before it takes hold and false or misleading claims become
embedded.

e Stress-test information resilience
Establish a programme to test how information systems and institutions perform
during elections, crises and other high-risk periods. Publish key findings and use
the results to strengthen crisis protocols, coordination and communication.

¢ Maintain crisis communication plans and incident protocols
Require major platforms, search engines and Al systems to maintain robust crisis
communication plans and incident management protocols, that are aligned with
national arrangements and subject to oversight, audit and testing.

¢ Increase the prominence of high-quality information
Require large online service providers to implement proportionate measures
during defined high-risk periods to increase the visibility of high-quality public
interest information. This should be underpinned by clear criteria and triggered by
transparent thresholds, and should focus on preventing harm.

2. Strengthen public resilience

Support people to navigate the increasingly complex and uncertain information
environment with confidence, while recognising the limits of individual responsibility.
Public resilience depends on the development of critical thinking skills, alongside
systems that make reliable information easier to find and assess.
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e Embed media literacy across the curriculum
Support the integration of media and information literacy across the curriculum
at all stages, including an understanding of Al-mediated information, with the
provision of teacher training, guidance and high-quality teaching resources.

¢ Fund long-term media literacy delivery capacity
Provide long-term, ring-fenced funding to support the delivery of media literacy,
including workforce capacity, teacher training and professional development, with
mechanisms that enable sustainable delivery at scale.

¢ Introduce a statutory duty to provide media literacy
Introduce a statutory duty on large online service providers to provide effective,
evidence-based media literacy measures, embedded in product and system
design, with clear standards and a code of practice, overseen by Ofcom.

3. Modernise laws and institutions

Update legal frameworks and institutional arrangements so they are clear,
coordinated and able to operate at speed. Information resilience requires effective,
visible coordination, defined responsibilities and mechanisms that respond coherently
under pressure.

e Strengthen the Representation of the People Bill
Expand the Bill to address misinformation and disinformation risks, including
transparency for political advertising, rules on deepfakes, regulation of political
advertising, and enhanced powers for the Electoral Commission.

e Establish a national information incident response framework
Build a dedicated information incident response framework within the UK'’s
broader crisis management and resilience architecture, with pre-defined
escalation thresholds, coordination protocols, and public communication
procedures.

e Create a national Information Resilience Unit
Establish a statutory body to coordinate preparedness and response to threats
to the UK’s information environment, maintain the incident response framework,
convene stakeholders, and lead stress-testing and post-incident reviews.
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4. Increase commercial transparency and accountability

Ensure that platforms, search engines and Al systems are transparent and
accountable for how they shape the information environment. This includes focusing
on system-level behaviour and impacts—how information is ranked, amplified and
presented.

¢ Introduce systemic risk management duties
Require large platforms, search engines and Al systems to assess and mitigate
key systemic risks they pose, with a focus on potential harms. This would reflect
existing duties on large platforms and search engines in the EU.

¢ Implement provenance and labelling standards
Require large platforms, search engines and Al systems to use interoperable,
consistent labelling of Al-generated content, in order to support attribution and
reduce uncertainty, particularly during high-risk periods.

¢ Require Al provider output transparency
Require Al systems to clearly communicate sources, uncertainty and limitations
in their outputs, particularly for high-impact domains such as health, politics and
finance. Requirements should operate across interfaces and use cases.

e Enable enhanced access to platform data
Use the Data (Use and Access) Act to establish a robust framework for secure,
timely and scalable access to platform data for independent researchers,
including accredited fact checkers, to support evidence-based policy
interventions.

Full Fact polling reveals how misinformation damages democracy

A nationally representative poll of UK adults—commissioned by Full Fact and
carried out by YouGov at the end of March 2026—has revealed a public whose
serious concern about misinformation is shaping how they engage with democracy.!

The poll found that 80% of people are concerned about political misinformation.
Only 3% find it very easy to tell whether a video is genuine or Al-generated, and the
same proportion feel very confident in their ability to distinguish between genuine
and fake political information online. At the same time, 66% of people think the
government is doing too little to address Al-generated misinformation, and only 9%
think it is doing the right amount.
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All institutions that people were asked about, apart from government department
websites, have a net negative level of trust when it comes to providing accurate
and reliable information. Political parties and social media platforms were least
trusted, with distrust exceeding trust by 77% in the former (86% vs 9%) and 80% in
the latter (88% vs 8%). People trust Al tools (20%) to provide accurate and reliable
information more than twice as much as they trust political parties (9%), although
the levels of trust for both are low.

Public concern is impacting democracy. Of the four in five people (80%) who
expressed concern about political misinformation, many say it has negatively
affected their democratic behaviour over the past year: 48% say it has affected their
trust in political institutions; 42% say it has affected their confidence that elections
are free and fair; and 27% say it has affected their likelihood of voting in an election.

Generally speaking, how concerned, if at all, are you about misinformation
related to politics?

@ Very concerned Fairly concerned Not very concerned Not concerned at all
Don't know

6.5
23

11.2

47.7
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Part 1: The state of the UK’s
information environment

Political information in the UK circulates through systems optimised for speed,
engagement and personalisation, rather than for accuracy or context. Misleading or
low-quality claims can spread quickly, while authoritative information often struggles
to surface at comparable scale. Where false or misleading information is corrected,
these interventions rarely match the volume, velocity and complexity of contemporary
information flows.

These dynamics are particularly visible during elections and public crises, when timelines
are compressed, verification becomes harder and institutions are under greater pressure.
During these periods, public attention is heightened, the need for accurate information
rises, and small delays in clarification can have disproportionate consequences. This
section draws from our fact checking of UK elections and crises, and what we have
learned from our Al tools, to examine how uncertainty emerges and persists under
pressure.

1.1 What we see: fact checking from UK elections and crises

1.1.1 Observed patterns from fact checking

Over the course of 2025, Full Fact published more than 750 fact checks and related
pieces of content. Our Al tools—which have been used by over 40 organisations in

30 countries>—have enhanced and scaled our media monitoring and fact checking
capabilities. During the 2024 election campaign, Full Fact carried out more than 450
hours of monitoring, while our Al tools analysed over 136 million words in 142,909
articles, transcripts and social media posts. We produced approximately 217 verdicts on
claims or repeated claims, and published over 150 pieces of website and video content.?

Our work reveals patterns in how false and misleading information arises and circulates,
across topics and platforms. These patterns show how political information can be
difficult to verify, attribute or contextualise, particularly during periods of high pressure.

Misleading use of genuine information is more common than outright fabrication

In the course of our fact checking, real data, statements and events were frequently
presented selectively or without necessary context. Statistics were cited without
baselines or timeframes, partial figures were treated as definitive, and correlations were
framed as causal relationships. This can produce misleading claims that appear credible.
For example, our fact checks about the 2026 Gorton and Denton by-election included
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the misleading use of bar charts—a regular feature of election campaigns—as well as
the selective use of data.* During elections and crises, when the capacity to verify is
constrained and speed is critical, this type of distortion can be particularly difficult to
identify and correct.

Attribution-based claims are a persistent source of uncertainty

In 2025 we fact checked a fabricated article presented as the work of the Home
Secretary at the time, Yvette Cooper, and designed to mimic the style of the Guardian.®
Claims like this rely on the perceived authority of recognised institutions or public figures
to establish trustworthiness. It can give them early traction, while the steps required to
verify them are often time-consuming or not accessible quickly. That can depend on
access to primary sources or official confirmation from public bodies, which may not be
available at speed.

Th UK ~
Guardian ,_

News | Opinion | Sport | Culture | Lifestyle

The Guardian view Columnists Cartoons Opinio

Opinion
It you suspect a family member, a
neighbour, a friend or a work colleague of
being Far-Right please inform the police
immediately

Yvette Cooper

Misleading narratives, not just misleading facts, shape interpretation

Individual claims are often embedded within, and are a driver of, broader narratives that
organise facts, events and statements into frames of explanation. These narratives
shape how people interpret the world around them, influencing the meaning attached to
accurate information. This complicates binary true / false assessments and can slow
correction, particularly when claims are presented in compressed, emotive or highly
shareable formats—or where they become an established part of public or political
discourse. For example, individual claims about specific arrests or police responses have
been used to advance a broader narrative of ‘two-tier policing'—the idea that authorities
treat different groups unequally—which has played into a perception of bias in UK
policing.®
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Misleading content originates from diverse and overlapping actors

In May 2026, we fact checked claims on social media—with one post on X viewed more
than 380,000 times—which falsely suggested a newly-elected Reform UK councillor
does not exist.” False or misleading political information is produced and amplified by

a wide range of actors, including politicians, media commentators, social media bots,
influencer networks and anonymous accounts. Similar claims and narratives can emerge
across multiple channels simultaneously, complicating attribution and making it harder
to identify a single source. This increases the effort required to fact check and secure
corrections, and reduces the likelihood that clarification will reach all affected audiences.

Certain policy areas are frequently associated with misinformation

Full Fact’'s work shows that claims in certain areas recur more often than others,
including those relating to crime, immigration, and economic performance. These areas
combine high public interest with complex evidence and fragmented data sources, and
can rely on institutional interpretation. As a result, claims in these areas are more likely
to hinge on partial data, selective framing, or contested attribution or analysis. We find

Unemployment has risen under Labour - but
it hasn’t gone up ‘every single month’

5 SEPTEMBER 2025

WHAT WAS CLAIMED

Unemployment has gone up every Incorrect. The number of people who
single month under the Labour are unemployed and the
government. unemployment rate have both risen

since Labour came into government,
but they haven't gone up in every
single month.
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that some false or misleading claims persist and keep coming back, no matter what we
do to try to address them. These feature particularly in high-salience policy topics, like
false claims about the number of people on NHS waiting lists, unemployment figures and
deportations.®

There has been a surge in Al-assisted content and synthetic claims

In November 2024, Full Fact suspected Al involvement in four of our published fact
checks; in October 2025, this had risen to at least 27.° This reflects a wider pattern
observed by other fact checking organisations across Europe.! This includes the use of
Al to falsely depict real events, such as the fake image purporting to show the funeral
of children killed in a missile strike in Iran, which was shared widely online.}* These

are cases which fact checkers choose to write about and do not necessarily reflect the
prevalence of Al-generated content; but they illustrate how Al tools can increase the
speed, plausibility and repetition of false or misleading claims, raising the complexity of
verification.

Misleading political leaflets in the May 2026 elections

An investigation by Full Fact in April 2026 revealed how local leaflets were providing
unreliable information about how to vote tactically in the May 2026 elections.'?

We analysed leaflets from across England that were uploaded to Democracy Club’s
online archive in the first two weeks of April, and found a chart or graphic in more
than 50.2 At least 14 of these leaflets failed to provide reliable evidence to back

up a specific claim about how people are likely to vote locally, or were unsourced

or misleading in some other way. Among these examples, which came from all the
major parties:

e At least four gave people national polling numbers rather than data directly
relevant to their area.

e Three cited other data, such as Westminster constituency results or projections,
that could not reliably support specific claims about the local area.

e Two gave no source, making it impossible for voters to assess reliability.

e Two from the same ward cited results from an older election, while ignoring
those from a more recent by-election.

e One reported results from doorstep surveys.

e One used a mixture of less relevant polls.

e One quoted previous election results from a different ward, which in any event
did not appear to support the claim made.
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Several also displayed data in misleading or questionable ways, for instance by
using bars that were not in proportion to the numbers they represented.

Good data on voting intentions is often not available in local elections. And there is
nothing wrong with political parties using other data as part of a pitch to voters, as
long as it is properly explained. Indeed, there have been big changes in the national
polls in recent years that might need explaining.** But some of these leaflets could
mislead people as they choose how to vote—for example, by claiming definitively
that another party “can’t win here”, or that only one party can stop another, without
evidence.

1.1.2 Elections as stress tests for democratic information systems

Election campaigns compress timelines, public attention and information flows into short,
predictable periods, intensifying pressures on the information environment. Claims about
candidates, policies or voting procedures can circulate widely before they are verified

or contextualised, particularly when they align with existing narratives or emotional

cues. This makes campaign periods a practical test of whether information systems can
resolve uncertainty quickly and visibly enough to maintain public confidence.

Institutions responsible for electoral security, online safety, public communication and
other areas need to operate together to respond effectively. However, they lag behind the
speed at which information spreads, and their processes for coordination and escalation
are often unclear. Recent efforts to strengthen preparedness—for example, the Electoral
Commission’s pilot use of a deepfake detection tool for the May 2026 electionst>—reflect
a recognition of the increasingly complex information environment and the need for a
rapid response. This focus is welcome, and it is important for any public authority using
this sort of technology to be transparent about how effectively it works in practice.

Platforms directly shape how the dynamics unfold. Many voters, particularly

younger ones, encounter political information through algorithmically curated feeds,
recommendations and summaries.'® In March 2026, the Reuters Institute found that 39%
of people aged 18-24 use social media as their main source of news—up from 21% in
2015. The same study found that 51% of people in that age group pay more attention to
individual news creators than to traditional news brands (39%).1” In 2025, Ofcom found
that six in ten adults use an online intermediary (like social media, a search engine or
news aggregator) for their news®—and that 82% of people in the UK aged 16-24 use
social media for news in some form, not specifically as their main source of news.®

fullfact.org 19



FULL
FACT

The visibility of information about politics and current affairs is therefore strongly
influenced by platform design. Content that provokes strong reactions may gain early
prominence, while more cautious or corrective information spreads more slowly or
unevenly.?® Unlike other media environments, such as smart TV manufacturers (which
are required under the Media Act 2024 to give due prominence to public service
broadcaster content alongside other online apps) platforms are not required to ensure
the prominence of authoritative or high-quality information.? We should not be giving
them a free pass.

Recent UK election experience illustrates that uncertainty can arise without sophisticated
tactics or large-scale disinformation. During the October 2025 Caerphilly by-election,

for example, false claims about the outcome circulated while voting was still under

way, presented in a format that suggested they originated from Google.?? Their timing
and apparent credibility introduced confusion at a moment when clarity was essential.
Speed, format and perceived authority all play a role in the public’s understanding.

Election periods also expose how online narratives affect the safety of candidates.

In 2025, a Parliamentary inquiry—the Speaker’s Conference on the security of
candidates, MPs and elections—highlighted the role of disinformation in driving abuse
and intimidation, and the need for clearer expectations of platforms during elections.?®
In a welcome response to that inquiry, the government expressed its commitment to
addressing the impact of misinformation and disinformation on candidates, MPs and UK
elections.?*

The increasing availability and use of Al-generated and synthetic content add to
these pressures, by enabling the rapid production of plausible campaign material,
and false and misleading content. Even at relatively low volumes, this content can
impose significant verification and response demands within already challenging
circumstances.?®

1.1.3 Crises as stress tests for public communication under uncertainty

Public crises come in many forms, such as pandemics, terrorist attacks or riots.

They compress timelines and intensify uncertainty, creating sudden information
vacuums in which demand for explanation rises while reliable information may be
unavailable, evolving or legally constrained. During crises, institutions involved in public
communication—Ilike the government, law enforcement and the media—need to provide
timely, credible signals that reduce uncertainty before speculation takes hold. The
challenge in stabilising the information environment is compounded by low levels of trust
in institutions.

In 2025, the Cabinet Office refreshed the Amber Book, the UK government’s crisis
management doctrine.?® The framework sets out arrangements for cross-government
coordination, resilience planning, and crisis response. It recognises that crises are
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characterised by uncertainty, heightened public scrutiny and the need for coherent
national communication. However, while the framework provides a structure for
operational crisis management, it is less explicit about how crisis systems should
respond to challenges to the information environment, including misinformation and
disinformation in elections, Al-generated content risks, and platform-amplified false
narratives during crises.

Misinformation can spread when authoritative information is delayed or lacks reach.
Analysis of the Covid-19 outbreak found that misinformation on prevention and

the actions of authorities spread rapidly in the early stages, illustrating how quickly
false narratives can take hold.?” In high-attention cases like the pandemic, the

ability to provide timely, proportionate and credible information is critical to reducing
uncertainty and false narratives.?® This underscores the importance of pre-established
communication pathways to help reduce the scope for misinformation to influence
perceptions.?®

Recent incidents in the UK illustrate how false and misleading narratives play out in the
absence of effective and authoritative correction. Following the 2024 Southport attack,
false claims about the suspect’s identity circulated widely online, amplified by a small
number of high-reach accounts, before verified information was available.*® Analysis of
the incident highlighted the importance of timely and coherent public communication in
preventing online speculation from contributing to offline disorder.?! Similar patterns
were observed during protests in Epping in 2025, where contested claims about police
activity®? shaped public interpretation of events before official clarification had visibility.

Sl||oL unsnf/d4v :Mpaid
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In some cases, more proactive communication has sought to address these challenges.
Following the Liverpool city centre parade crash in May 2025, Merseyside Police
published details about the suspect’s nationality and ethnicity earlier than was previous
practice, seeking to pre-empt misinformation and its consequences.?* This approach was
later reflected in interim national guidance from the National Police Chiefs’ Council, which
recognised that disclosing information in the right circumstances may reduce speculation
and community tension.?®> Analysis suggests that timely disclosure helped constrain the
spread of false narratives in the immediate aftermath, while recognising that
communication strategies alone cannot resolve systemic vulnerabilities.3®
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Legal constraints can add to the pressure on public communications. Contempt of court
rules play a critical role in protecting the fairness of proceedings. But in some cases
they can limit what public authorities feel able to disclose at moments of intense public
speculation. After reviewing contempt laws in 2025, the Law Commission found that
they “have struggled to keep pace with the rise of online communications and social
media” and made a series of recommendations to improve the framework.?’

As with election campaigns, emerging technologies add complexity. Generative

Al enables the rapid production of plausible, authoritative but misleading content,
increasing the volume of genuine-looking ‘evidence’ when verification is most
constrained. This makes correction harder and increases risks, particularly during the
early stages of a crisis.3®

fullfact.org 22



FULL
FACT

1.2 Why it’s happening: structural drivers of misinformation

The patterns observed in our fact checking do not reflect isolated incidents; they are the
result of structural conditions that shape how information is produced, distributed and
understood. This section examines five factors that influence what information gains
visibility, how quickly it spreads, and how easily it can be corrected:

e Low and fragmented trust as a driver of misinformation
e Platform systems, policies, and behaviour

e Al-mediated information flows

e Influencer ecosystems and monetisation incentives

e Public resilience and public interest information

1.2.1 Low and fragmented trust as a driver of misinformation

Full Fact’s polling of UK adults points to the lack of a single actor that commands
widespread public trust to provide accurate and reliable information.*® Of the institutions
people were asked about, government department websites are the only source of
information with a net positive level of trust—and even this varies depending on how
people voted in the 2024 general election. Trust in information from political parties is

at rock bottom (0% of people trust them a great deal to provide accurate and reliable
information) and on a par with social media platforms (also 0%).4°

Generally speaking, how much, if at all, would you trust each of the following
to provide accurate and reliable information?

® Don't trust at all Don't trust very much Trust a fair amount Trust a great deal Don't know
Government department websites - 25 46 9 6
Net trust score: 16

Mainstream media
Net trust score: -25

Your local MP - -34 28 2 14
Net trust score: -25
R A

Al tools (e.g. ChatGPT, Copilot
Net trust score: -52

Political parties
Net trust score: -77

Social media platforms _ _44 8 0 4

Net trust score: -80

-100 -80 -60 -40 -20 0 20 40 60 80
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In a major national emergency, such as a pandemic or terrorist attack, certain institutions
command some level of trust to provide accurate and reliable information. When asked
to select up to three institutions which they would trust the most in a national emergency,
37% of people selected the police, 31% the mainstream media, 29% local authorities,
and 24% ministers. Trust is much lower in social media platforms (7%), Ofcom (6%) and
MPs (6%), with the least trusted being Al tools (3%). But for 17% of people, none of these
institutions were in their top three most trusted during an emergency.

Where institutions are not widely trusted, authoritative information is less able to anchor
public understanding with shared reference points, making it easier for misleading or
competing claims to take hold and persist. At the same time, audiences are increasingly
fragmented, reducing shared exposure to common sources of information and allowing
competing interpretations to persist. Studies show that partisan media consumption
and social media echo chambers reinforce pre-existing beliefs, and so competing claims
persist side-by-side even when authoritative information is available.*!

Trust in the UK’s media is low. A survey by the Organisation for Economic Cooperation
and Development (OECD) found that in 2021-2023, the proportion of people in Great
Britain with low or no trust in the media increased from 48% to 65%, the highest among
OECD countries.*> Meanwhile, research from Ipsos in October 2025 found that over half
of men (56%) and women (60%) aged 16-34 get the majority of their information about
current events from social media; 79% are concerned about misinformation in the
content they consume compared to 72% of the British public overall.*3

The different ways in which younger people
consume media, and their confidence in
identifying misinformation, are particularly
significant for democratic behaviour, given
the government’s plan to lower the voting
age to 16. Polling by Full Fact and Internet

Matters in November 2025 found that many of young people say they
younger people already approach political ignore what politicians and
information with scepticism, with 60% of political parties say because

Pt T they don’t know if they can
those aged 13-17 saying they ignore what trust them.

politicians and political parties say because

they don’t know if they can trust them.*
FULL |

Where confidence in public institutions, FACT Bt

media, or platforms is weak, corrective

information is more likely to be dismissed

or interpreted sceptically. A large study in the Netherlands found that people with

lower trust in government and health institutions were more likely to be sceptical about
vaccines and susceptible to misinformation.** Research has also found that when news
organisations issued retractions, people’s beliefs became more accurate but their trust in
the outlet declined.*® This creates a damaging feedback loop: where trust in institutions is
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weak, correction is less effective, allowing misinformation to persist; over time, contested
or delayed correction may further weaken trust.

1.2.2 Platform systems, policies, and behaviour

Online platforms shape how information is distributed and encountered. Their ranking
systems determine what content gains visibility, how quickly it spreads and how

long it persists. Systems optimised for likes, shares and viewing time tend to amplify
emotionally charged or divisive content.*” Research modelling ranking systems has found
that increasing an algorithm’s emphasis on engagement boosts the visibility of polarised
and misinformation-rich content, and that adding personalisation further reinforces
exposure to like-minded, emotionally salient posts rather than diverse or contextualised
information.*® This helps explain why feeds can become echo chambers, where users
repeatedly see similar narratives and authoritative content can struggle to break through.

These effects have implications for the functioning of democracy. The Electoral
Commission has warned that “algorithmic promotion of misleading content ... risks
undermining democratic participation” and algorithms can rapidly amplify misleading
content to users;* and that there is nothing in UK law to deal with platform algorithms
being used “in a partisan way to amplify or suppress political party posts to influence an
election”.®°

Platform policies and resourcing decisions shape how these systems behave in practice.
However, changes are often made with limited transparency, making it difficult to
anticipate how platforms will behave. During the pandemic many platforms innovated
to promote the spread of good information, and limit misleading claims—but since
Donald Trump’s re-election, there has been a shift away from active management of
proven misinformation and promotion of high-quality sources. In the shadow of false
accusations of censorship as well as executive orders from the US President,®* many
Silicon Valley companies have spent the last year or so systematically dismantling trust
and safety measures.

TikTok reportedly cut its trust and safety team by hundreds of staff.>2 In November
2025, Parliament’s Science, Innovation and Technology (SIT) Committee said TikTok
did not provide the data or risk assessment underpinning its claim that reducing UK
trust and safety staffing while increasing reliance on Al would improve moderation
efficacy.®® TikTok removed a Full Fact video in early 2026 due to a moderation error,
which was later reinstated—illustrating the risk of automation at the expense of human
moderation.>

Meanwhile, Meta replaced fact checking with community notes in the US, a feature
where contributors can add context under a post. Meta described this system to the SIT
Committee in March 2026 as “a different form of fact-checking”, a provocative claim
which relies on a misleadingly expansive definition of this type of skilled, professional
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journalism.>® The community notes system relies on establishing consensus between
opposing views rather than emphasising factual accuracy, which means that many
proposed notes are never published. Reviews of the system on X are lukewarm, with
key concerns being little coverage of harmful content, slow publication times, and heavy
reliance on fact checking (a third of community notes use fact checks as a primary
source).*® Following the post-Southport riots in July 2025, Demos concluded that
“Community Notes did not prevent harmful, false rumours about the attacker amassing
millions of views: Posts that were false and relied on harmful stereotypes continued
spreading without a Community Note.”’

Recent analysis has also shown how community notes can be manipulated by a
relatively small network to shape political discourse. In April 2026, an investigation by
Indicator found that during the 2024 general election, five users on X worked together
to remove community notes from accounts linked to the Conservative party.®® This
reportedly led to a reduction in visible notes on tweets, including by then Prime Minister
Rishi Sunak.

Early research into Meta’s version of community notes suggested that the system is not
yet ready for wider rollout: only half of the notes in the research were useful in any way,
two were inaccurate, and none of the notes were appended to relevant posts.>® The Meta
Oversight Board published an opinion in March 2026 which said that, “insofar as Meta
envisions community notes as its primary way to address misinformation falling short of
its threshold for removal (i.e., where there is not a likelihood of contributing to the risk of
imminent physical harm or to interference with the functioning of political processes), the
Board finds that the program’s design may limit its ability to accomplish that goal.”° In
oral evidence to the SIT Committee in March 2026 (around a week before the Oversight
Board published its opinion), Meta confirmed that its long-term plan is to introduce
community notes in the UK. Whether this includes dismantling its fact checking
programme is unclear.

Google ended its funding relationship with Full Fact in the months following Donald
Trump’s re-election,®? and chose not to renew its support for both the International Fact-
Checking Network’s Global Fact Check Fund, and the European Media and Information
Fund, to which it had given around £38 million combined since 2013. Separately, in a
letter to Jim Jordan, Chair of the US House Judiciary Committee, published in September
2025, Alphabet said YouTube “has not and will not empower fact-checkers to take action
on or label content”.®?

Sometimes companies have made these changes quietly. In January 2026, Meta moved
Facebook’s ‘page transparency’ information from the ‘about’ sections without an
apparent explanation. Whilst this information is still available directly through a page
or profile, identifying the location of a page’s manager is now a less intuitive process
as a result of changes that were not signalled to users. This makes it easier for foreign-
managed pages to obscure their true locations.
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About Bie

In evidence to the SIT Committee in February 2025, and again in March 2026, a
representative for Meta said that misinformation is bad for business.®* This didn’t stop
the company from altering its misinformation policy in April 2025, to remove references
to hoaxes and viral misinformation.®® Researchers predicted that this change, combined
with the rollout of its monetisation programme, would create the conditions for hoaxes to
flourish.®® A Reuters investigation in November 2025 revealed that Meta projected that
10% of its 2024 revenue would come from adverts for scams and banned goods.®” An
investigation by Maldita in July 2025 found more than 1,000 fraudulent Facebook pages
across 60 countries pretending to be public transportation services to scam citizens.®®

In June 2025, Google phased out support for Claim Review, reducing a key route through
which users had encountered contextualised fact check information directly in Google
search.®® Despite Google reporting in 2024 the snippet had been used to serve fact check
entries over 120 million times within the first six months in the EU alone, the company
claimed it was removing the snippet as it was “not commonly used in Search”. Full Fact
later found numerous examples of search snippets distorting our work by pulling them
out of context.”® In one example, search users were presented with supposedly fact
checked information implying that crowd sizes at a far-right rally were ten times more
than they were in reality.
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march crowd size Screengrab taken on 18 September
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Thousands protest against Trump's second UK state visit

) to 5,000 people were in attendance. Trump

= Full Fact

Did police estimate three million people attended the 'Unite ...
This event, which aimed to deter the UK from joining the war against Iraq, had an estimated

attendance of between one and two million people

As Chi Onwurah, the chair of the SIT Committee, noted during an evidence session with
TikTok, Meta, Google and X representatives in March 2026, platforms “react” without
“looking forward”.”* This shouldn’t be a surprise: there is no obligation under the Online
Safety Act 2023 (OSA) for platforms to ‘look forward’ when it comes to misinformation
and disinformation, in the sense of assessing and mitigating the systemic harms their
services pose, such as to civic discourse, electoral integrity, public security or public
health. Platforms will continue to mark their own homework until the OSA is upgraded.

Provenance and labelling of Al-generated content is one of the few areas where
voluntary online safety measures across platforms have made gains in the past year. For
example, YouTube stopped allowing monetisation of channels with “repetitive or mass-
produced” content (targeted at Al slop rather than specifically at Al-generated content
masquerading as genuine).”? X announced in March 2026 that it would suspend users
from its revenue programme if they posted Al-generated videos showing armed conflict
without labelling it as made with Al.73 The policy is very narrow and Al label metadata

is inconsistently detected by platforms—but it is encouraging that X eventually saw the
need to contextualise misleading information.

1.2.3 Al-mediated information flows

Generative Al is rapidly changing the world of information and is now widely used in the
UK. More than half (54%) of UK adults use Al tools like ChatGPT or Gemini, increasing
to 79% for those aged 16-24.7* Interview-based research by Ofcom in 2025 found that
users have also started to rely on Google Al Overviews more frequently,’®
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Accuracy and consistency challenges in Al Overviews

Al Overviews were introduced to Google Search for US users in May 2024,76
replacing the top of the traditional list of links with a block of text. Overviews were
introduced to users outside of the US in August 2024,”” followed by Al Mode in
202578 which Google says is for “complex, longer and multimodal questions”.”
While Overviews come with clear benefits, they also present challenges for
information integrity—and were introduced as an experiment and work-in-
progress®® without robust safeguards.

A Full Fact investigation in August 2025 revealed that Al Overviews of searches
with Google Lens were giving users false and misleading information about certain
images being shared widely on social media.?* We ran searches for screenshots

of key moments of misleading videos that we had fact checked in recent months
using Google Lens, and found the Al Overviews for at least ten clips failed to
recognise inauthentic content, or otherwise shared false claims about what the
images showed. We found examples of Al Overviews that repeated debunked
claims from social media, made up information about world events, failed to
identify Al-generated content, failed to identify video game footage, and produced
contradictory results for identical searches.

Full Fact has recommended measures to address the misinformation risk of

Al search summaries, including mitigating the repetition and amplification of
misinformation from social media, transparency and information literacy aids

for when generative Al answers are not shown to users, and stronger user
empowerment measures—such as quality signals and user controls on encountering
Al-generated content.

Al-mediated systems are reshaping how political information is encountered by
selecting, summarising and sequencing material before users reach original sources.??
Search overviews and chats are powerful editorial layers, determining which sources are
cited, which claims are foregrounded, and which perspectives are excluded. Despite the
public significance of these choices, there is little transparency over how they are made
by powerful technology companies, and limited levers to disclose them.

While their use and influence is growing, Al tools are not yet widely used or trusted for
verification in one key area. When they encounter political information during an election
campaign and are unsure whether it is true, Full Fact's polling shows that only 5% of UK
adults say they would be most likely to use an Al tool to check —substantially lower than
those who would be most likely to use a fact checking website (27%).2% This compares

to 49% who would be most likely to search online for more information and 35% who
would be most likely to wait and see if a trusted news organisation reports on it.
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Source selection and authority

Al companies concentrate gatekeeping power within opaquely designed systems.
Evidence suggests that some generative Al systems rely on a narrow range of prominent
news brands, with limited transparency about how they are selected, ranked or
weighted.®* Testing has identified weaknesses, including misattribution, broken citations
and the confident presentation of incomplete information.®®> A BBC review in 2025 found
that nearly half of responses from Al assistants to news and current affairs questions
contained at least one significant issue, most commonly sourcing.8® Another study in
2025 found that Al search engines cite incorrect news sources at a rate of 60%.8”

When authoritative summaries draw on poorly contextualised or low-quality sources,
such as social media, they can blur distinctions between evidence, opinion and user-
generated content. There is also little transparency over the rules that shape the outputs
of Al systems. In September 2025, it was reported that Apple issued new guidelines for
how its chatbot should talk and evaluate answers two months after the inauguration of
President Trump.®8 The guidelines reportedly framed politically sensitive topics in terms
that appear to align with views of the US administration. Significant choices are being
made in American boardrooms which travel far beyond the country’s borders.

At the same time, research has shown a huge decline in click-through rates for search,
indicating that many users are looking no further than Al summaries.® While traditional
search results are often available below Al summaries, this is not the case for chatbots,
and sourcing style and design varies between services. This erodes the consistent cues,
such as source, diversity and provenance, that help people to assess credibility.

A new commercial ecosystem has emerged in which brands, publishers and interest
groups attempt to actively engineer content in order to influence what large language
models (LLMs) say. These techniques, which are designed to shape the information

Al systems select and present as authoritative, create a clear structural vulnerability.
Answers given to the public by generative Al interfaces are not determined solely by the
model’s training data and retrieval capabilities; instead, they are increasingly subject to
external optimisation by actors whose interests may not align with accuracy or the public
good.

Compression and interpretation of nuanced information

Al systems compress material—which may be complex, evolving or contested—into
singular outputs. In doing so, they often omit uncertainty, disagreement or evidential
limits that would be apparent in full reporting and within its original context (such as
what the identity of the publisher or author says about the information being presented).

During Full Fact’s 2025 investigation, we found examples of our fact checks being
mangled by Al Overviews. A video shared on social media claimed to show footage of a
car accident that killed the Portuguese football player Diogo Jota and his brother, André
Silva. But the footage actually showed an accident that took place in the US in 2023.%°
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The overview said that the image “depicts a severely damaged black car wrapped round
a tree”, when in fact the image showed something else. Full Fact had written an article
about the same topic, which investigated a different piece of content.®® Google appears
to have connected the image to the wrong fact check.

Full Fact’s Al tools are designed so that Al is always used alongside human intelligence,
allowing humans to add vital context, caveat and nuance. But referral to original
sources is declining on many platforms, meaning users encounter conclusions without
the interpretative context typically provided by journalists, researchers or fact checkers.
While this reduces friction in accessing information, it narrows the space for scrutiny and
can allow misleading narratives to flourish, particularly when events are fast-moving.

Amplification and repetition

Al systems dramatically reduce the cost of producing and re-expressing claims,
enabling rapid replication across formats and platforms. Variants of the same claim can
circulate simultaneously, complicating attribution, making timely correction difficult, and
potentially giving a claim undue credence by making it seem like a widely held view.

As conversational systems become more personalised and responsive, they increasingly
become primary interpreters of events. Outputs are transient, tailored and difficult

to audit, yet engagement can shape perceptions. Significantly, a study published

in December 2025 found that sustained interaction with conversational Al can
meaningfully change voting preferences, and is more effective than traditional political
advertising.

Where errors in chatbots occur, corrections are inconsistent and accountability remains
unclear. This was underlined towards the end of 2025, when the Grok chatbot posted
extremely serious false comments about Pete Wishart MP.*3

The way in which we inform ourselves is changing rapidly, making it
harder to distinguish what is real. Al generated content and simplified
summaries are reshaping how we understand complex issues, while trust
in traditional media and political institutions is declining. Misinformation
is widespread, fuelling confusion and contributing to a more
polarised political debate. This makes stronger regulation,
accountability, and safeguards increasingly necessary to
address the risks of Al driven misinformation.

L
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Pete Wishart MP

fullfact.org 31



FULL
FACT

Information pool and training data

Emerging evidence suggests that relatively small volumes of strategically crafted or
malicious training material can influence the output of LLMs, particularly when presented
as a credible source.* This creates an upstream risk: distorted or strategically seeded
content may not only be amplified by Al systems but normalised within routine outputs.
In high-stakes contexts, like elections or crises, misleading framing may appear and
spread quickly within authoritative-seeming outputs.

Al systems therefore do more than introduce new risks to the information environment:
they reconfigure how authority is produced and perceived. When sourcing is opaque—
and when misinformation is produced and repeated at scale—authoritative information
struggles to achieve comparable visibility. As these systems become routine entry
points to political information, their operation should be a central concern for democratic
governance.

1.2.4 Influencer ecosystems and monetisation incentives

Economic incentives play a significant role in shaping how political and other information
circulates online. Visibility, reach and engagement are directly linked to revenue, status
and audience growth for both platforms and content creators.

Platform design encourages frequent, high-engagement content through metrics such
as likes, shares, comments and view counts, creating pressure to make content that is
attention-grabbing.®® Incentives favour simplified, emotive or provocative messaging,
while nuanced, corrective or slower-moving content is less likely to gain traction.%
Advertising revenue, creator funds and affiliate models are typically linked to scale
and interaction rather than informational quality, reinforcing feedback loops in which
engaging content is amplified and replicated regardless of its quality or reliability.

Recent research illustrates the scale of these incentives. Reuters reported in 2025 that
Meta estimated a substantial share of its advertising revenue came from “higher risk”
scam adverts. The investigation described internal concern that stricter enforcement
against fraudulent advertisers could reduce income, highlighting tensions between
Meta’s revenue incentives and moderation of harmful or deceptive content.®” The
YouTube channel Bandar Apna Dost—which posts Al-generated content—has
accumulated over 2 billion views, generating an estimated $4 million (£2.9 million)
annually.®® A BBC Verify investigation in March 2026 found numerous examples of
Al-generated videos and fake satellite images which had been used to make false and
misleading claims about the US-Israel war with Iran, which had together amassed
hundreds of millions of views.*°
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Investigations have also identified coordinated networks that monetise misleading
political content through advertising, affiliate marketing and traffic redirection
strategies.’® These systems operate across jurisdictions and services, creating
challenges for enforcement. Monetisation is therefore not only a feature of platform
design but part of a wider commercial ecosystem that rewards scale, repetition and
emotive framing over verification.!®! This increases background noise and complicates
attribution, making authoritative information harder to surface and correction harder to
scale.1o?

Platform features can extend the visibility and lifespan of this content, prolonging
uncertainty and undermining timely correction. In October 2025, the government
“acknowledge[d] the challenges posed by misinformation on social media platforms,
especially when amplified through platform business models and design.” In its
2025 report on the post-Southport riots, the SIT Committee recommended a range

of measures needed to tackle the monetisation of misinformation—including more
transparency in digital advertising, and more powers for Ofcom to take action against
platforms which allow harmful content to be monetised through their services.1%4

1.2.5 Pubilic resilience and public interest information

Public interest information—including public service broadcasting, independent fact
checking and other forms of journalism—is essential for helping people to access

reliable information and assess credibility. This in turn helps stabilise the information
environment. It provides shared reference points, context and correction when misleading
claims circulate. However, this infrastructure faces sustained pressure. Economic
constraints on journalism, declining local coverage®® and audience fragmentation are
reducing the reach of reporting, making it harder for reliable information to surface when
it matters most.

Fact checkers play a frontline role in this system. They identify and respond to misleading
or harmful claims as they emerge, working to limit their impact on public understanding,
health and safety. In late 2025, the US government introduced enhanced vetting of
certain speciality visa applicants, including scrutiny of people’s work history in areas
such as fact checking, misinformation or content moderation.'°® The US government also
denied visas to five people working on misinformation and disinformation (although Imran
Ahmed, who lives in the US, has not had his permission to remain in the country cancelled,
and is challenging the government’s decision in court).!?” The administration continued

to put pressure on misinformation research and fact checking initiatives, by reviewing or
withdrawing federal grants worth hundreds of millions of dollars.*®®
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At the same time, changes in how information is surfaced on major platforms have
reduced the visibility of authoritative content. The platform changes examined above, such
as the removal of Claim Review, have reduced the opportunities for users to encounter
corrections at the point of search or discovery.?® Chatbots and Al-generated summaries
are also substituting for direct engagement with original sources!!® while weakening the
economic sustainability of public interest journalism through declining referral traffic.!?

There has been recent policy attention on the need to give more prominence to public
interest information. In March 2026, the government set out welcome plans to review
whether the crisis powers in the Online Safety Act are fit for purpose, including
consideration of measures to give trusted media greater prominence “so people have
access to authoritative sources to counter mis and disinformation.”'*?

Media and information literacy are critical components of public resilience. The ability
to assess sources, evaluate evidence and understand how information is produced can
reduce vulnerability to misleading claims and support informed participation. However,
these skills must continue to evolve as Al-mediated systems reshape how information
is produced, ranked and consumed!**—and must be part of lifelong learning, not just
focused on the classroom. There has also been significant policy attention on media
literacy in the past year, with a series of parliamentary, regulatory and policy reviews.

The House of Lords Communications and Digital Committee report on media literacy
called for stronger government coordination, sustained funding, and more systematic
evaluation.!'* The government’s response to that report, in October 2025, accepted

the importance of media literacy and reiterated a cross-government approach, but

did not commit to major new duties or long-term, sustainable funding mechanisms.!®
The government’s response to the Curriculum and Assessment Review supported
strengthening and embedding media literacy within the citizenship curriculum.!® The
government’s Media Literacy Action Plan, A safe informed digital nation, set out continued
coordination, partnership working and evidence-building activity across government,
regulators and industry.'” The plan is a welcome and constructive step, reflecting a
serious commitment to strengthening media literacy and tackling misinformation, with an
emphasis on improving coordination and how different parts of the system work together.
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Expecting individuals to take full responsibility for navigating complex, fast-moving
information systems imposes unrealistic demands, particularly when regulatory
frameworks are lacking and platform incentives are not aligned with quality information.
Research from Ofcom shows that media literacy is most effective when supported by
platform design that makes provenance, reliability cues and context visible.'® Ofcom’s
2025 consultation on promoting media literacy emphasised evidence-based, measurable
interventions and closer coordination between regulators, platforms and civil society.!?
It signals a shift toward integrating ‘media literacy by design’ into digital services
themselves, rather than simply relying on educational initiatives. Meanwhile, the World
Economic Forum has highlighted the need to embed media and information literacy
across diverse contexts, from media organisations to local governments and digital
platforms.12°

Polling by Internet Matters and Full Fact, in November 2025, underscores how demanding
the information environment has become for younger people. A large majority of
13-17-year-olds (78%) report encountering political information online, yet only half
(53%) feel confident telling whether it is true or false, and only a third (36%) are confident
that other people their age can tell.*?! The need for prompt and effective reform is acute
with the government’s plan to lower the voting age to 16. Without more support, many
newly enfranchised voters may struggle to engage confidently or meaningfully in
democratic life, creating a real risk of early disengagement from politics.
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As public interest information becomes harder to sustain, less visible and increasingly
crowded out, the information environment becomes more fragmented and uncertain.
This places a greater burden on individuals to assess credibility, distinguish reliable from
misleading information, and navigate digital spaces with fewer shared reference points.
Part 2 examines how these pressures can translate into democratic harms.
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Part 2: Impacts on democracy
and the case for reform

This section examines four types of democratic harm associated with misinformation
and sustained uncertainty in the information environment:

e The erosion of shared understanding

e Reduced willingness to participate in democratic processes
e Weakened confidence in institutional authority

e The gradual breakdown of community cohesion

Full Fact’'s 2025 report analysed the 2024 general election and found that, despite fears
about deepfakes, the election was largely a blend of political spin, online misinformation
on social media, and easily debunked ‘cheapfakes’. This section assesses why the next
general election is likely to take place in materially different circumstances, resulting in a
very different stress test of the UK’s democratic information resilience.!??

2.1 Why it matters: harms to democracy and the erosion
of trust

The pressures described in Part 1 undermine something essential to the functioning of a
healthy democracy: the ability of individuals, communities and the public to form reliable
and shared understanding. When the idea of a shared reality starts to break down, the
costs of democratic participation increase, institutions find it harder to sustain authority,
and disagreements become less likely to be resolved with evidence.

2.1.1 Informational harms: confusion, ambiguity and shared
understanding

Informational harms arise when people are unable to confidently assess what is
accurate, reliable or authentic. Full Fact’s polling highlights the scale of this challenge:
only 3% of UK adults find it very easy to distinguish a genuine from an Al-generated
video online, and 3% feel very confident being able to distinguish between genuine and
fake political information online.'? This points towards widespread uncertainty about
information itself.
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When it is difficult to determine what is fake or Al-generated material, the effort
required to evaluate political claims, weigh up policy options, engage in debate or

vote in an election increases. Public discussion is less likely to stabilise around shared
evidence or accounts and more likely to remain fragmented or contested. The result

is an environment in which shared understanding is harder to achieve and sustain.
Different audiences may encounter divergent versions of events across different sources,
with limited convergence on a single account even where authoritative information is
available.

Evidence indicates high levels of public concern. Survey data from the Electoral
Commission in 2024 found that misinformation and disinformation were among the
public’s leading concerns in elections.?* In the same year, Ofcom found that 60% of
people encountered false or misleading material about the general election in the
previous week; many were worried about deepfakes but almost half (46%) were unsure
whether they had seen one in the previous week.'?® International polling also indicates
that large majorities (77%) view the spread of disinformation as a real threat.!?®

Even where individuals remain sceptical, the difficulty establishing what can be known
with confidence raises the cost of participation, and can lead people to disengage, or
rely on familiar or emotionally salient cues rather than evidence. Where information is
unclear, incomplete or emotionally charged, people are more likely to share unverified
claims, particularly within like-minded networks—allowing repetition and social
endorsement to replace verification, and leading to further fragmentation.*?’

There are some early indications that these dynamics can affect institutional decision-
making. In February 2026, a senior police officer apologised after Al-generated
information was cited in support of a proposed ban on Maccabi Tel Aviv supporters,
which was later found to be false. This illustrates how inaccurate information can extend
beyond individual users to influence official decisions and actions.?® Even when false or
misleading information does not create immediate doubt, cases like this can still erode
trust—and create challenges in knowing what to trust—among institutions and the
public.

2.1.2 Behavioural harms: disengagement and withdrawal

Full Fact’s polling found that four in every five (80%) UK adults are concerned about
political misinformation, compared to 13% who are not concerned, with the rest

saying they do not know.'? The polling indicates that this concern is contributing to
disengagement from democratic processes at a large scale. Of that 80%, many say that
it has negatively affected how they feel about important issues over the past year:
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You previously said you were concerned about misinformation related to politics
(this was 80% of UK adults polled). In the past 12 months, to what extent have
your concerns about misinformation related to politics negatively affected your
feelings about the following?

® A great deal A fair amount Not very much Not at all Don't know

Your trust in the accuracy of information in the mainstream media

37.7 28.7 D2 5.6

Your trust in political institutions e.g. government or Parliament

Your confidence that elections are fair and free
- 29.3 31.0 18.8 7.7

Your willingness to participate in political discussions in person or offline

24.8 28.6 24.9 11.2

Your likelihood of voting in future elections

15.0 19.8 46.1 6.7

Research links sustained exposure to contested or conflicting information with lower
levels of political engagement, including online participation.'*® Adaptive responses
include shortened attention and increased reliance on familiarity, identity alignment or
emotional cues.'® Technologies such as deepfakes intensify these effects by increasing
doubt about what can be trusted, making confident participation in democracy more
difficult.’*2 Faced with ambiguity, individuals may avoid news or withdraw from
debate.’*®* The OECD has recognised this threat, saying: “the amplification of mis- and
disinformation content can undermine the public’s willingness and ability to engage
constructively in democratic life, and down the line the ability of society to forge
consensus.”t3*

These pressures are not evenly distributed across society. Individuals with less time,
education, or resources face greater barriers in navigating complex information
environments. Trying to cope with uncertainty places high demands on attention
and memory; and when these demands exceed capacity, disengagement becomes
more likely. Over time, this risks widening inequalities in political participation leaving
democratic debate both less inclusive and more vulnerable to distortion.!3®
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2.1.3 Community harms: tension, scapegoating and offline effects

A healthy society and vibrant democracy depend on the ability of communities to
establish shared and credible accounts of events. Opinions may differ, verifiable facts
should not. When uncertainty disrupts collective sense-making, social cohesion can be
undermined, and persistent uncertainty about what is genuine or fake can erode trust in
local institutions and community relationships, by destabilising shared understandings of
events.!*® These risks are particularly acute where access to trusted local information is
limited, or where there are also underlying social or economic pressures.

In democratic societies, characterised by freedom of speech and open
debates as a way of reaching consensus at all levels of society, the search
for information integrity is key to the ability of societies to hold together.*®’

Organisation for Economic Cooperation and Development,
4 March 2024

These are the circumstances in which misleading narratives fill information vacuums,
offering simple or emotionally resonant explanations before verified accounts emerge.
This can lead to scapegoating and division, increasing the risk of offline harms—for
example when fake or manipulated content fuelled the mass killings of Alawites in Syria
in 2025,1% or disinformation’s contribution to Nigeria’s ongoing farmer-herder conflict.'3°
The disorder following the Southport attack, when a small number of high-reach
accounts continued to circulate inflammatory narratives long after the event,*° showed
how delayed or fragmented clarification can heighten community tension.4!

Misleading or false narratives often target individuals in public life. In 2025, the Speaker’s
Conference concluded that “addressing disinformation is a necessary step for reducing
abuse and intimidation against MPs and candidates, as many cases are triggered

by disinformation about the victim.”**2 When false or distorted claims take hold, the
distinction between informational harm and direct harm to individuals can break down.
During a debate on the Representation of the People Bill in March 2026, Rushanara Ali
MP said that some MPs have wondered whether “if we had known what we know now
about the state of harassment and intimidation in our politics, we would have stood

for Parliament,” and argued that disinformation online “fuels intimidation, hostility and
violence offline.”'4

The Electoral Commission has highlighted campaigns in the last general election “which
were trying to destroy community cohesion in this country”.** This sort of activity may
amplify grievances and false narratives at scale, complicate attribution and prolong
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uncertainty. The government’s social cohesion strategy, published in April 2026,
recognises that extremists “rely on spreading their narratives and ideas throughout
society—both on and offline”, and has made commitments to detecting, exposing, and
countering extremist influence across the UK, including online.14®

2.1.4 Institutional harms: erosion of trust as a consequence of
misinformation

Part 1 examined how low trust shapes the spread of misinformation. This section
focuses on how misinformation, in turn, erodes trust in institutions and weakens their
authority. The public’s concern about misinformation appears to be having a corrosive
effect on public trust. Scepticism is good—institutions have to earn trust—but cynicism is
corrosive.

According to Full Fact’s poll, of the 80% of UK adults who expressed concern about
political misinformation, the strongest negative impacts relate to trust. 48% in this group
said their trust in political institutions had been negatively affected by their concern over
the past year, while 57% said their trust in the accuracy of information in the mainstream
media had been negatively affected.'*® This builds on a series of polls in recent years that
have found rock bottom levels of public trust in UK political institutions.'#’

Deepfakes can undermine trust by convincingly imitating trusted individuals and
organisations. For example, a Full Fact investigation found that deepfake videos of
academics and health leaders have been used to promote supplements on TikTok and
Instagram.?“® The Centre for Emerging Technology and Security has highlighted a series
of deepfakes of political figures in recent years—and found that these techniques do
not just add perceived credibility to deceptive content, but damage public trust in the
organisation or individual whose likeness has been used. Over time, this contributes to
general scepticism in institutions, genuine sources and communications.4

As the first MP to be the target of a serious political deepfake
disinformation campaign falsely announcing that | was defecting to
another party, this Full Fact report on the dangers of Al deepfake
technology further corroding public trust in democracy is timely and
important. The digitalisation of political campaigning
requires agile and proportionate protections against
disruption of our democratic systems. We ignore the risk
at our peril.

George Freeman MP
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Where the institutional response is fragmented and opaque, it is harder for people to
see action being taken or have confidence in that response.t*® As trust erodes, delayed
or low-visibility communication may be interpreted as incompetence, bad faith or
conspiracy—particularly when false or misleading claims circulate faster than official
clarification. This can reduce the effectiveness of interventions and create challenges in
coordinating action, maintaining authority and stabilising contested situations.

The erosion of trust between the public and political institutions can also lead to extreme
behaviour, such as abuse of candidates. In a review commissioned by the government
on countering foreign influence in UK politics, published in 2026, Philip Rycroft noted: “If
relentless exposure to disinformation on social media persuades even a small proportion
of the UK population that our politics is irretrievably broken, the risk grows rapidly that
some will seek to resolve their discontents by extra-political action.”*5?

2.2 Why the next general election will be different from 2024

The next UK general election will take place in a very different information environment
from the last one. Political information will be more heavily shaped by Al systems like
chatbots and search overviews, more easily manipulated or synthesised, and filtered
through platform systems whose safeguards are less predictable than in previous cycles,
and in many cases have been weakened since 2024.

2.2.1 Al as an increasingly dominant information layer

Since Full Fact’s report on misinformation and democracy in 2023, Al powered search,
chatbots and automated summaries have moved closer to the point of initial access to
information for many users.?®? In 2025, 64% of people in the UK regularly saw an Al-
generated answer to one of their searches in the past week.!*® As their use becomes
routine, Al intermediaries play an increasing role in how people encounter, filter and
interpret political information. But these systems operate with limited transparency,
accountability or regulatory oversight.

The 2026 International Al Safety Report highlights growing uncertainty about how
increasingly capable, general-purpose Al systems behave under real-world conditions,
particularly where oversight and evaluation lag deployment.’** The UK’s institutional
response mechanisms, including in election contexts, are not designed for rapidly
adapting, multi-purpose systems operating across platforms and borders. Safeguarding
the resilience of the UK'’s information environment requires policymakers to clearly
understand the behaviours and impacts of generative Al systems.
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Full Fact’s LLM benchmarking project

For millions of people, LLMs are becoming the first place they turn, as conversational
Al interfaces supplement—or even replace—traditional search engines. As these
tools become embedded in everyday life, the quality and reliability of what they
produce becomes a fundamental matter of public interest. Yet there is currently

no independent, public interest mechanism to systematically evaluate whether
these Al services are accurate, transparent, timely, consistent, or responsible in the
information they provide.

Existing LLM benchmarks such as Google DeepMind’s FACTS Benchmark Suite,
SimpleQA, and academic datasets like TruthfulQA, make important contributions
but share several limitations from a public interest perspective:

e They are typically produced by Al companies or academic groups with potential
conflicts of interest, or without the editorial fact checking expertise needed to
evaluate real world factual claims.

e They tend to focus on narrow technical dimensions rather than the broader set
of qualities the public needs from an information service.

e They are snapshot exercises rather than continuous monitoring, meaning
they cannot detect performance drift, regression after model updates, or
inconsistency over time.

e They rarely test claims that are contested, politically sensitive, or subject to
active misinformation, which are precisely the areas where accuracy matters
most.

e Their methodologies are often opaque or difficult for non-specialists to
scrutinise.

Full Fact is developing a benchmark to evaluate LLM performance across five
dimensions, each chosen because it reflects a quality the public has a right to expect
from any information service:

e Factuality: Do responses contain verifiably accurate claims, avoid hallucination
and correctly represent the evidence base?

e Transparency: Does the model communicate uncertainty, cite or attribute high
quality sources, acknowledge limitations, and distinguish fact from opinion?

e Timeliness: Do responses reflect current information rather than outdated data,
and does the model recognise when its knowledge may be stale?

e Consistency: Does the model give materially the same answer to the same
question over time and when asked in different ways?

e Civic responsibility: Is information about democratically important questions
balanced, does it not amplify misinformation, and does it support informed
participation?
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Since January 2026, we have asked leading Al models (including ChatGPT, Gemini
and Grok) the same set of questions each day, including questions about UK
elections, international events and general knowledge. We have so far collected

and stored over 11,000 responses to score against the five dimensions above. For
example, to measure consistency, we analyse the sources of information that each
model uses in response to each question over a period of time. A consistent model
would typically find a small set of reliable sources, such as government web pages
or fact checking sites, and keep referring users to those URLs, while a less consistent
model would keep using new sources even though the question remains unchanged.
In the full benchmark tool, we also measure the consistency with which pieces of
information are provided as well as the sources.

The figure below shows the average number of previously unseen URLs that each
model referred users to over a period of three weeks, averaged across all questions.
Their first responses (left-hand column) contain only previously unseen URLs, by
definition, and the numbers tend to get smaller over time as the same URLs are
repeated, corresponding to less novelty. But note that this is not uniform and for this
sample, both Grok and ChatGPT tend to rely on a smaller set of information sources
than the Gemini models, as shown by their lower average number of new URLs per
day (right-hand column).

New URLs per day for each Al model
Time period: 27 Feb - 19 March 2026

Model 02-27]02-28/03-01|03-02|03-03 |03-04 |03-05|03-06 |03-07 |03-08|03-09|03-10|03-11|03-12|03-13|03-14 | 03-15|03-16 |03-17 |03-18 |03-19 | Average

gemini-25f 3.0

gemini-25pro 34

gemini-30pro 3.1

grok 1.7

chatgpt 1.8

Scale:| " =5 new URLs

Sometimes there is a trade-off between consistency and factuality. For example, when
election results are published, it makes sense for models to refer to new sources to share
this new information. Perfect consistency in this sense is not necessarily ideal, which is
why the final version of the benchmark will combine all five dimensions listed above.

It is hard to rely on someone if they give a different answer each time you ask the
same question. Users of Al tools usually only ask their question once, so the model’s

inconsistency would not be clear. Our benchmark helps provide this clarity.
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2.2.2 Synthetic content at scale and targeted deployment

Discussions convened by the Government Office for Science in 2024 found no clear
evidence that deepfakes have so far meaningfully affected voting choices in the UK,
noting the difficulty of attributing causation.*®® That should not breed complacency.
Synthetic material is becoming more sophisticated and cheaper to produce. The barriers
to create misleading content have all but collapsed.**® Inaction is not an option.

Particularly significant is how synthetic content interacts with timing, attribution and
institutional capacity—and the challenge posed by uncertainty in knowing what
information to trust. Tactics that undermine or cause confusion about a political
campaign are not new. For example, in 2017, the campaign of then French presidential
candidate Emmanuel Macron said it was the target of a coordinated hack—and that
genuine files were published along with fake ones in order to cause confusion.?®” But
rapid advances in technology are making these tactics more complex, more threatening,
and harder to counter. We cannot afford to reach a point where no one believes
anything.

The challenge is heightened when synthetic content is released close to polling or during
fast-moving campaign events. Even a small number of credible-looking items can
generate uncertainty that outlasts corrections, and security analysts warn that content
need not be persuasive to be harmful.1%8

UK broadcasters observe a pre-election

‘period of heightened sensitivity’, restricting

campaign coverage,’®® and last-minute

synthetic content can escape scrutiny in

this period or spread before corrections. In

Slovakia, a deepfake audio clip appeared

48 hours before the 2023 parliamentary

election, leaving little time for fact

checking.'®® Similarly, in Ireland, an Al-

generated video falsely showed Catherine

Connolly withdrawing from the 2025

presidential race days before voting.16?

Emerging research points to future risks,

including the potential for coordinated networks of Al-driven accounts to increase
background noise, mimic human social dynamics, infiltrate communities, reshape public
opinion at scale, microtarget individuals with discrete messaging, and complicate
attribution.'®2 Autonomous Al systems have the ability to generate, adapt and
disseminate political content with limited direct human oversight. More agentic systems
could operate persistently, adjusting outputs in real-time and complicating attribution,
accountability and response.!®3 In the context of an election, it is likely that such systems
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will be deployed to produce and circulate political messages across multiple platforms,
and tailored to different demographics, making it difficult to distinguish organic public
engagement from coordinated influence activity.

2.2.3 Platform capacity and weaker safeguards

Effective democratic information systems depend on platforms and their safeguards
functioning predictably under pressure. This is made far less certain by changes to
policies, moderation resourcing and enforcement approaches.

Greater reliance on automated systems, or community-based correction mechanisms,
which can lack impartial expertise, introduces variations in how content is handled.
At the same time, reductions in trust and in safety investment in many services—

as examined above—raise questions about capacity during high-risk periods. For
regulators, law enforcement and civil society, this creates uncertainty about how and
when misleading content will be addressed. Public authorities will have to prepare for
information incidents without clear visibility into, or confidence in, platform decision-
making.

On top of this, researcher access to platform data is often limited, delayed or
inconsistent, restricting the ability to monitor information flows in real-time. International
experience shows that even where legal frameworks exist, access to data during election
periods can be contested or incomplete. Previously accessible sources of platform data
under the EU’s Digital Service Act (DSA) have been withdrawn or commercialised.'®* In
2026, a German court ordered X to give researchers access to data linked to Hungary’s
election, after initial refusals blocked timely analysis.®®> Without enforceable and

timely transparency, oversight of platform behaviour remains reactive rather than
preventative.16¢

2.2.4 Lagging institutional preparedness

The UK’s laws and institutions have not kept pace with the rapidly evolving information
environment—as Part 4 of this report examines in more detail. The public lacks
confidence that the government is addressing the challenge. According to Full Fact’s
polling, despite four in five (80%) UK adults expressing concern about political
misinformation, there is a public perception that action is not meeting the scale of the
problem.¢”
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Generally speaking, do you think that the UK government is doing too much, too
little or is currently doing about the right amount to address Al-generated
misinformation?

Too much [ Too little B About the right amount Don't know

An Electoral Commission survey in 2024 found that 76% of respondents did not believe
enough was being done to tackle misinformation and disinformation in elections, while
only 5% did believe this.1®®

In other domains, such as public health'®® and cyber security,!’° the government plans for
low-probability, high-impact events before harm is demonstrated. The absence of clear
evidence of past electoral disruption, or direct causal impacts of deepfakes on voting
behaviour, is not a reliable guide to resilience when stress conditions are foreseeable
and intensifying. The UK government has undertaken information crisis preparedness
analysis but the outcomes and consequences of this work are not publicly known.!’?

As Al systems become more widely used and embedded in information systems,
regulatory and institutional approaches must evolve in parallel. Indeed, Ofcom has said
“it is important that our regulation remains fit for the future.”'’? There is an opportunity
for the government to ensure that economic and technological developments are
complemented by robust safety measures, to prevent regulatory gaps and reduce risks
before they cause harm. Our concern is that this is not happening quickly enough.
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GUEST ESSAY:

The next general election will be
different; we must act now.
John Pullinger CB, Chair of the Electoral Commission

A healthy democracy depends on voters having the ‘ v
information they need. That information must be clear, -
accessible, and trustworthy. When it is not, voters can be misled or put off from
participating.

Misinformation is now one of voters’ biggest concerns about elections. Three-
quarters of people say political misinformation is a problem. Nearly two-thirds think
too little is being done. More than half say they have seen a deepfake, and only 17%
think political party funding is transparent.

This is the world in which the next general election will be fought.

The 2024 general election gave us a direct test of how well we are meeting the
threat from misinformation, and Britain’s democracy held up well.

Our research found that over half of voters saw misleading or inaccurate information
about parties, candidates, and the electoral process, and around a quarter
encountered a deepfake. But the misleading content that was shared was largely
called out, and trust in the process held. What protected us was awareness; voters
who were sceptical of what they saw, and trusted sources like Full Fact and the BBC,
ready to point people in the right direction. The real risk lies in the places corrections
do not reach, such as social media echo chambers, where misleading content
circulates unchallenged.

The pace of change means we cannot be complacent. The 2024 election could be
the last before Al-generated content becomes genuinely hard to detect, which is
exactly why we launched our deepfake detection pilot this year. As Vijay Rangarajan,
our Chief Executive, put it: “Deepfakes are becoming more sophisticated and more
accessible, as we have seen in elections around the world. A deepfake is yet to affect
a UK election meaningfully, and we are determined to keep it that way.”

Misinformation does not stay online; the toxic content circulating on social media is
fuelling abuse and intimidation of candidates in the real world. Candidates are being
forced to change how they campaign, or step back altogether, because they fear

for their safety. After the May 2025 local elections, 61% of candidates we surveyed
reported experiencing harassment or security threats during the campaign. Almost
three-quarters said they had avoided some campaign activities out of fear. One
female candidate told us, “I think the women bear the brunt of this because we're
perceived as an easier target to convince not to run.” Our research shows that
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women candidates are twice as likely, and minority ethnic candidates three times as
likely to report experiencing abuse and intimidation.

| believe the UK is well placed to meet this challenge. We have strong institutions,
independent regulators, and voters who are more resilient than they are sometimes
given credit for. Digital campaign material must now carry an imprint, giving voters
transparency over who is trying to reach them. And when false information circulates
about the electoral process itself, we are stepping in to correct it publicly and rapidly.

But confidence is not complacency. In Ireland in 2025, a deepfake video falsely
showed a presidential candidate withdrawing from the race just days before
polling day. It spread rapidly before being identified and corrected, a warning of
what a well-timed deepfake could do in a close election. Bad actors are getting
more sophisticated, platforms have been slow to act, and the window between
disinformation appearing and causing damage is shrinking.

So what needs to change? Voters need to feel confident that what they are reading
is real, that the money behind politics is legitimate, and that anyone who wants to
stand for election can do so without fear. They need access to accurate information
and to trust that the result, when it comes, was achieved fairly. The ultimate test is
simpler: that both winners and losers accept the result.

No single organisation can do it alone. Tackling this requires genuine partnership
between government, regulators, social media companies, civil society and the
public.

On social media platforms, | want to be direct. The abuse harming our elections

is happening in their spaces. They have to own this. Platforms must act now.
Regulators must use the powers they already have more forcefully. If those powers
fall short, then we should consider what other powers are needed.

Voters who encounter misinformation need somewhere reliable to turn.
Organisations like Full Fact serve this purpose well. Engaging successfully with
audiences at most risk of being misled is one of the biggest challenges in this space.

The long-term answer is education. Votes at 16 across the UK could bring 1.7 million
new voters into the franchise before the next election. Only a third of under-18s
have been taught about politics or how to spot false information at school. Yet 78%
say they want to learn more. We are stepping into that space with partners across
the sector, equipping young people to think critically about the information they
encounter online.

The next general election will be different. We must act now. If we act together, the
next general election and our democracy itself can be one that voters and candidates
can celebrate.
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Part 3: Global lessons for UK
policymakers

The pressures shaping the UK’s democratic information environment are not unique.
Democracies globally are confronting similar challenges arising from evolving
information systems, platform design, Al-enabled content and declining public trust.
International experience provides insight into which elements of democratic information
systems are most vulnerable to pressure, and which forms of preparedness are most
effective in limiting the persistence of uncertainty during elections and public crises.

Recent electoral experience illustrates how these risks are developing. For example,
testimony to the UK Parliament on Moldova’s 2025 Parliamentary elections highlighted
a coordinated challenge across multiple domains.'”? International observers found

the elections took place against a backdrop of “unprecedented hybrid attacks,
including illegal funding and disinformation and cyberattacks.”*’* Moldova’s experience
underscores a lesson for UK policymakers: electoral interference takes place through
connected systems of influence and cannot be effectively countered through siloed
responses.

3.1 Global stress conditions and geopolitical trends

Democratic information risks must be understood in global as well as domestic terms,
reflecting shared pressures across political and technological systems. Policymaking
attention has shifted towards how information systems behave at scale.'’® Al is being
considered in these terms, with the 2026 International Al Safety Report highlighting
systemic risks and the emergent behaviours of Al systems, with cross-border challenges
complicating governance.'’® This shift is reflected in the EU’s Al Act, which adopts a risk-
based regulatory framework for Al systems.!””

3.1.1 Global convergence on democratic information risks

In recent years, a number of international expert organisations with different
mandates—including the United Nations,'’® World Economic Forum,'”® OECD*° and
Council of Europe!®—have identified misinformation and disinformation as critical and
cross-cutting challenges, and among the most significant global risks.

The UK government has recognised the scale of the threat in both domestic
and international forums. In July 2025, the Prime Minister, Sir Keir Starmer, told
a Parliamentary committee that “l was very worried at the last election about
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misinformation, and | am very worried about the potential for misinformation in future
elections in this country.”*®2 In a November 2025 statement to the UN, a spokesperson
said the UK was “deeply concerned” by growing threats to information integrity.'8 In
an April 2026 statement, they said that the UK “is alarmed by the unprecedented rate
at which threats to information integrity are growing, fuelled by the misuse of artificial
intelligence.”8

3.1.2 What elections elsewhere reveal

2024 Al Elections Tracker

As more than 2 billion people in 50 countries head to the polls this
year, artificial intelligence-generated content is now widely being
used to spread misinformation, as well as to confuse and entertain
voters. Throughout 2024, Rest of World is tracking the most
noteworthy incidents of Al-generated election content globally.

METHODOLOGY

The 2024 Al Elections Tracker catalogues real-world uses of Al in elections globally,
documenting applications ranging from campaign assistance to misinformation and
satire. The tracker shows that Al use is already widespread and varied, but that its
effects are highly context-specific and often difficult to interpret without systematic
monitoring.'®®> Reviews of the 2024 global election cycle found that, while misinformation
can erode public confidence in electoral processes, the direct persuasive effects of
generative Al have so far been limited and difficult to measure.!®® Cross-national

studies of deepfakes in 2024 similarly found low reach or ambiguous effects in many
cases.’® Comparative research shows that Al-related incidents tend to exploit existing
vulnerabilities, such as polarisation and compressed timelines, rather than create entirely
new ones.®
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Certain conditions frequently occur across different contexts, including rapid
amplification of claims through platform systems, particularly in the final stages of a
campaign, limited time for verification at comparable scale, and difficulty establishing
authoritative signals. Recent elections illustrate how these pressures materialise in
practice:

e During the 2026 Hungarian election campaign, researchers identified wide
circulation of Al-generated videos and images, and deepfakes of political
opponents.1®

e Three days before Ireland’s 2025 presidential election, a deepfake falsely claimed
that a candidate, Catherine Connolly, had withdrawn, attracting hundreds of
thousands of views within days.!%°

e During the 2025 German federal election, researchers found that operations
such as Operation Overload, Storm-1516 and Doppelgdnger were disseminating
misleading narratives, using Al-generated content and bot networks, as well as
sanctioned outlets such as RT DE, to reach German audiences.?!

e During Australia’s 2025 federal election, a Russian-linked network published
numerous fake news stories. These were not intended for a human audience, but
for consumption by search engine crawlers used to build Al chatbots, and aimed
at producing responses promoting Russian interests.!92

e In Canada’s 2025 federal election, researchers documented a surge of
Al-generated political content—including deepfake videos and synthetic
imagery—circulating across social media in the final weeks of the campaign.t93

Survey evidence suggests that perceived exposure to disinformation is increasing across
Europe, even where measurable impact on elections remains contested.!** Moreover,
misleading or decontextualised communications can erode confidence in electoral
processes even without high levels of belief in specific false claims.'®® This reflects Full
Fact’s polling: people are very concerned about political misinformation and this is
undermining trust in institutions and democratic engagement.*®

The Electoral Commission works with counterparts to deal with the shared challenge and
has said that its “engagement with countries with shared challenges is key to informing
[its] responses to disinformation”. In 2026, the Commission is hosting a conference with
electoral commissions from the other Five Eyes countries.?®” International collaboration is
essential given the shared challenges and common threat landscape.
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3.1.3 Foreign interference and hybrid threats

UK institutions have issued increasingly stark warnings about the risks of foreign
interference in democracy, pointing to how information is used strategically.

e Ahead of the general election, in May 2024, the Joint Committee on the National
Security Strategy flagged the potential for hostile actors to use deepfakes, fuel
conspiracies and undermine trust in UK leaders and institutions.!%®

e In December 2025, the head of MI5 warned that “information, once a unifying
force, is increasingly weaponised”.**°

e In January 2026 the Chair of the Foreign Affairs Committee said the UK is
“constantly suffering” disinformation campaigns from both state and non-state
actors following an inquiry into disinformation diplomacy.?°

¢ In his March 2026 Review, Philip Rycroft concluded that we are “already
experiencing ‘information warfare’. While our political life has not yet been
subsumed by this assault, our defences are worryingly weak”.2°

Foreign interference can form part of wider geopolitical strategies, combining
information operations with cyber activity, financial influence and diplomatic pressure.
These tactics are as much about destabilising as persuading—amplifying confusion,
weakening shared understanding and undermining trust in institutions.?°? Recent
analysis of Russia-linked information operations illustrates this. Investigations into the
so-called ‘Pravda’ ecosystem have found coordinated practices designed to increase
the perceived legitimacy and visibility of the network.?®® Independent monitoring has
also documented persistent state-aligned narratives circulating across platforms, with
uneven enforcement.?*

The use of Al in global disinformation campaigns has been increasing rapidly. A report
by the EU’s External Action Service in March 2026 noted that 27% (147) of the foreign
information manipulation and interference incidents it detected in 2025 involved Al. This
compares to 41 incidents in 2024—a growth of around 259%.2%®

Hybrid threats further complicate response because foreign-linked narratives can

be adapted and amplified by domestic actors. This blurs attribution, weakens legal
pathways that depend on foreign involvement, and increases background noise—
dynamics that Al-assisted replication can intensify at will. Freedom House has
documented how Al tools are increasingly used in coordinated influence and repression
strategies, including automated content generation, surveillance-assisted targeting
and synthetic persona networks.?°®¢ These capabilities lower the operational costs of
sustained information manipulation and complicate attribution during electoral periods.
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For the UK, democratic information resilience cannot depend on identifying and
countering specific foreign actors, or taking down pieces of content. Instead,
preparedness must focus on strengthening system-level resilience in several ways,
including: understanding where processes might fail under pressure, improving
coordination across institutions, developing a more effective legal framework, ensuring
timely and visible public communication, and reducing the extent to which interference
can generate uncertainty.

3.1.4 Free expression and regulatory pressure

Debates about information governance have, to a significant extent over the past year,
been shaped by wider political arguments about free expression and the legitimacy

of regulation. UK and EU approaches to digital regulation have come under sustained
political scrutiny from the United States, particularly the federal government, which
regularly characterises measures aimed at improving platform accountability as
censorship or constraints on free speech.??” Such claims have appeared in official
reports,?®® political scrutiny?®® and public statements from senior politicians,?!° as well as
criticism from US platforms and industry figures,?!* and been linked to wider political and
trade pressures.?!? In September 2025, the US House Committee on the Judiciary held an
evidence session about perceived “censorship” in UK and EU digital regulations.?*?

All of this creates a very challenging operating environment for UK policymakers and
regulators. Questioning the legitimacy of regulation, particularly when framed in terms
of fundamental rights, can slow decision-making and reduce public confidence in
interventions, making it harder for reliable information to gain visibility.

At the same time, regulatory activity across jurisdictions has intensified. In late 2025, the
European Commission said that Meta had breached EU law by using deceptive design to
add unnecessary steps to users submitting reports to complain about content or flag it
as illegal.?** Around the same time, the Commission also found—in preliminary findings
as part of formal proceedings—both TikTok and Meta in breach of their obligation to
grant researchers adequate access to public data under the DSA.?'* Two months later,
the Commission fined X €120 million for breach of its transparency obligations under
the DSA.?1% In the UK, Ofcom launched an investigation in December 2025 into whether
platforms are doing enough to identify and remove illegal terror and hate content,?'” and
around a month later launched an investigation into sexual deepfakes produced by X's
chatbot Grok Al.2*® These investigations move slowly, but can have an impact.
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More recently in the US, a California jury found Meta and Google were to blame for a
woman's depression and anxiety following her social media addiction as a child, and
awarded her $6 million in damages.?'® In New Mexico, a jury found that Meta violated
consumer protection laws and the company was ordered to pay $375 million.??° These
cases have formed part of a bipartisan focus among state attorneys general on the
harms of social media to young people, with Republican and Democratic lawmakers
supporting proposals for stronger protections and platform accountability in response to
growing public concern. They have been pursued through coalitions of state attorneys
general, reflecting cross-party legal action against major platforms.??

For the UK, maintaining the right balance is key to preparedness. Regulatory frameworks
must be robust enough to operate under pressure, while remaining grounded in
proportionality, transparency and respect for fundamental rights. Without this clarity,
arrangements may struggle to withstand politicised challenges when decisive and
trusted action is most needed. Effective governance depends on clear legal mandates,
well-defined institutional roles and enforceable transparency obligations. Where these
are absent or contested, responses risk becoming inconsistent, delayed or politically
vulnerable.

3.2 Emerging global standards and safeguards

Democratic information risks operate across borders—with platforms, Al systems

and information flows connecting actors and audiences internationally. Consequently,
governments, regulators and international bodies develop approaches that address risks
at a systemic level. These approaches do not offer a single model for the UK, but provide
benchmarks for preparedness: whether institutions can respond quickly under pressure,
coordinate effectively, and sustain confidence. This section examines how certain parts
of the information environment are addressed in emerging international practice.

3.2.1 Systemic risk approaches in practice

A growing body of policy treats democratic information risks as systemic and arising
from platform design and system-level processes, rather than individual content.

The EU’s DSA is the most developed example of this approach. It requires very large
online platforms and search engines to assess and mitigate systemic risks arising

from the design, functioning and use of their services, including risks to electoral
processes.??2 This includes consideration of how recommender systems, advertising and
content moderation practices may influence information flows at scale, and requires
proportionate mitigation measures. The European Commission has also issued guidelines
under the DSA on the mitigation of systemic risks during elections, including enhanced
risk assessment.?23
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Strengthening democratic resilience also depends on supporting plural and independent
media ecosystems, and actively enhancing the visibility and accessibility of reliable
journalism in digital spaces. Some EU member states are exploring measures to promote
public interest reporting and ensure it is more easily discoverable alongside other
information, reflecting a shift towards state support for trusted sources.??*

International frameworks reflect broadly aligned priorities. The OECD emphasises
transparency, independent scrutiny, institutional capacity and plural media environments
as part of a broader information integrity framework.??®* The United Nations??® and
Council of Europe??” similarly stress freedom of expression, media pluralism and shared
responsibility among states, platforms and civil society, while maintaining a focus on
human rights and safeguards for open information environments. These approaches
show a convergence towards systemic risk-based governance and preparedness.

3.2.2 Institutional preparedness and protocols in the Five Eyes countries

Where serious information incidents arise in an election—such as foreign interference,
cyber disruption or coordinated disinformation—democratic resilience depends both on
operational capability and clear, credible public communication. Among the UK’s Five
Eyes partners, preparedness combines formal or semi-formal coordination mechanisms
with defined approaches to threat assessment and public communication. This section
considers those arrangements and how they contrast with the UK’s approach.

Canada: codified public notification protocol during federal elections

Canada operates a Critical Election Incident Public Protocol.?22 The Protocol applies
during federal election periods and empowers a panel of five senior civil servants to
determine whether an incident, or series of incidents, threaten the integrity of an election
in Canada, or impairs Canadians’ ability to have a free and fair election.

Where that threshold is met, the panel can authorise communication to inform the public,
and brief political parties and relevant institutions. An independent post-election review
assessed the implementation of the Protocol and its effectiveness, and recommended
refinements, noting that the “nature of the threats [to democracy] is evolving”.??° Full Fact
has been calling for a critical election incident public protocol to be introduced in the UK,
based on the model in Canada, since 2021.2%°

The Protocol sets a high bar for public notification, while ensuring that decisions to
inform Canadians are taken independently of the government of the day. It operates
alongside other organisations, including the Security and Intelligence Threats to Elections
Task Force, which brings together security and intelligence agencies to monitor and
assess threats. This sits within a broader package of measures to protect Canada’s
democracy, addressing foreign interference, information manipulation and technological
threats.??
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Australia: standing Electoral Integrity Assurance Taskforce

Australia has a standing inter-agency coordination mechanism activated during federal
elections—the Electoral Integrity Assurance Taskforce.?*2 The Taskforce provides
assurance to the Australian Electoral Commissioner that federal elections are unaffected
by interference, by monitoring the information environment, sharing information on
potential risks with agencies, and advising the Electoral Commission. It brings together
bodies including the Department of Home Affairs, the Australian Federal Police, and the
Australian Security Intelligence Organisation (ASIO), providing a forum for inter-agency
coordination, information sharing and risk assessment relating to federal electoral
integrity.

While Australia does not operate a public protocol equivalent to Canada’s, institutional
roles and coordination structures are clearly defined. The Commission also publishes
details of prominent pieces of disinformation it discovers relating to the electoral process,
and details of action taken.?** ASIO publishes an annual public threat assessment, while
foreign interference coordination through the Department of Home Affairs interfaces
with election security arrangements.?** Parliamentary committees, including the Joint
Committee on Intelligence and Security, have examined these structures.

New Zealand: publicly articulated coordination principles

Ahead of the 2023 general election, New Zealand published a document explaining
the principles and protocols of the New Zealand Security Intelligence Service and

the Government Communications Security Bureau.?®*® This was coordinated through
the Department of the Prime Minister and Cabinet National Security Group. The
arrangements describe how agencies support the protection of New Zealand’s
democratic processes, including assessing and advising on foreign interference threats.

New Zealand also published a protocol on the management of election disruption,
which outlines the approach of the Electoral Commission and other agencies in
mitigating threats to the general election process.?¢ It published another protocol on
communications related to the 2023 general election process, which outlines the roles
of government agencies in managing misleading or inaccurate information about the
general election.?®”

New Zealand does not operate a public notification protocol like Canada’s, but
institutional roles in relation to election security and foreign interference are publicly
articulated, and agencies publish reporting on threats relevant to democratic
institutions.?3®

United States: critical infrastructure designation and public guidance

In 2017, the US Department of Homeland Security designated election infrastructure

as part of the nation’s critical infrastructure.?®® Federal cybersecurity coordination for
election infrastructure is led by the Cybersecurity and Infrastructure Security Agency
(CISA) within the Department of Homeland Security. CISA supports the Election
Infrastructure Government Coordinating Council and works with the Sector Coordinating
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Council, which facilitate information sharing and coordination between federal agencies,
state election officials and private-sector partners.

CISA publishes accessible guidance for election officials, including incident response
resources and communication toolkits.?*° During federal election cycles, it also deploys
‘rumor control’ webpages designed to rebut or clarify false claims about voting processes
and election administration.?*! These materials encourage timely public communication
and clarification of inaccurate claims.

The Federal Bureau of Investigation operates a Foreign Influence Task Force, and the
Office of the Director of National Intelligence publishes public assessments on foreign
threats to US elections.?*? The US system remains decentralised, with much responsibility
for election administration resting with states. These coordination mechanisms and
guidance documents provide channels for information sharing, incident escalation and
public communication during election-related security incidents.

Altogether, these institutional arrangements operate within a highly politicised
environment in which concerns about the integrity of the US electoral system have
become politically contested. Public debate has been shaped in part by Donald Trump’s
efforts to overturn the 2020 election result, including attempts to pressure the Justice
Department to declare the election “corrupt” despite repeated findings by federal and
state officials that there was no evidence of widespread fraud sufficient to change the
outcome.?*3

Comparisons with the UK

Approaches across Canada, Australia, New Zealand and the United States vary

but generally include identifiable coordination mechanisms, designated institutional
responsibilities, and a public articulation of how election-related risks are assessed
or how communication is handled. Unlike Canada and some other Five Eyes partners,
the UK has not published a public protocol or formal escalation framework governing
electoral information incidents. In January 2025, a Minister stated that there were no
plans to introduce a Canadian-style incident protocol given the processes in place.?**

However, those processes are shrouded in secrecy. Under the Freedom of Information
Act, Full Fact asked both the Ministry of Housing, Communities and Local Government
and the Department for Science, Innovation and Technology whether there is a written
protocol governing public communication or escalation thresholds for information
incidents, including during elections; which body is responsible; who has decision-
making authority; and whether there are thresholds. In February 2026, both departments
declined to confirm or deny whether they held that information, citing national security
considerations.

During a debate on the Representation of the People Bill in April 2026, a Minister argued
that “Broad knowledge about internal protocols, escalation thresholds, command
structures or the bodies involved in responding to threats to the integrity of our electoral

fullfact.org 57



FULL
FACT

processes, including through information threats, could expose or enable insights into
the UK'’s security posture, capabilities and response mechanisms.”?** This focus on
secrecy overlooks the importance of visible action, public understanding and trust in the
system, and the independence and accountability of those involved. The fact that four
in five people in the UK are concerned about political misinformation, and 42% of those
say their concern has negatively affected their confidence that elections are free and
fair over the past year,?*® raises questions about obscuring the existence of institutional
safeguards.

The result is that internal processes—which should offer timely, authoritative public
reassurance when electoral integrity is threatened—are not clearly identifiable or visible,
with no publicly defined statement of roles, coordination, thresholds or escalation
pathways. To be effective, any such mechanism has to gain public trust. As Philip
Rycroft noted in his Review, “The state appears to hold the information it has close;
more information should be put into the public domain to help the ordinary citizen

to understand what foreign interference looks like and to alert the public to specific
instances of it.”?*” Greater transparency about the institutional response to threats would
support public understanding and strengthen resilience in the face of evolving risks.

3.2.3 Technical safeguards: provenance, labelling, and transparency

Internationally, governments and technology companies are exploring technical
approaches to address the risks posed by synthetic and manipulated media. Efforts to
develop common standards and disclosure practices are emerging across jurisdictions,
but adoption is uneven and fragmented across platforms and sectors.

Measures such as provenance, labelling and transparency systems are being developed
to support attribution and verification at scale, as synthetic and manipulated content
becomes easier to produce and distribute. These tools provide signals about origin,
modification or context, rather than assessing accuracy or intent. Provenance and
labelling systems aim to indicate how content was created or altered, particularly for
audio, image and video. While they can support faster authenticity checks, in principle,
their effectiveness is constrained in practice. Metadata can be removed, adoption is
uneven, and impact depends on consistent design, interoperability, prominence and user
understanding.

Transparency mechanisms operate differently. Reporting requirements, policy disclosures
and researcher access enable oversight of how information systems function and where
systemic risks arise. They are valuable for identifying patterns and vulnerabilities ahead
of high-risk periods, but offer limited protection once incidents are underway.
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Many technical safeguards rely on voluntary or hybrid governance. Initiatives such as
the Coalition for Content Provenance and Authenticity (C2PA)?*® and the EU’s Code of
Practice for Al-generated content promote interoperability and disclosure.?*® While C2PA
has made impressive progress in securing voluntary participation from a wide range of
companies, from camera and phone manufacturers to Al and social media companies,?®°
the effectiveness of this system depends on implementation that translates between
different companies’ systems, enforcement and public comprehension.

Full Fact’s editorial team frequently identifies SynthID as part of our fact checking. This is
an invisible watermark that appears in content created or altered with Google’s Al tools.
It can be detected even if the image is cropped and altered in other ways. Unlike many
Al detectors, which do not consistently identify Al-generated content, SynthlID is a good
example of an Al standard. In May 2026, Google announced that it was working with
several companies to add SynthlID to their systems, including OpenAl and Nvidia.?%!

Full Fact has built an annotated dataset of 238 fact checks published since 2023
involving suspected Al-generated or manipulated content. This has risen from 10 fact
checks in 2023 to 137 in 2025, and 68 for January to April 2026 (theoretically meaning
we would write more than 200 fact checks about suspected Al content in 2026 if the
current rate is maintained). Our initial analysis shows that just 66 pieces of content
contained a visible or invisible watermark. The strongest indicators that help us assess
whether something is Al-generated are watermarks; accounts with a track record of
sharing Al-generated, digital or questionable content; expert analysis and confirmation
from the creator either publicly or as part of our right of reply process. Given the strong
reliance on human judgement and relationship credibility involved in fact checking
suspected Al-generated content, we are sceptical that deepfake detection systems can
operate successfully at scale.

Recent initiatives in the UK indicate growing focus on technical capability. In January
2026, the Home Office ran a challenge for software to detect deepfakes.?®? In February
2026, the government announced a collaboration with Microsoft and others to develop
and implement a “deepfake detection evaluation framework”, to assess, understand
and detect harmful deepfake materials. Once established, this will be used to set
expectations for industries on deepfake detection standards.?®® The effectiveness of
the Electoral Commission’s deepfake detection pilot, noted above, will become clearer
following a planned review of the project.?>*

The Electoral Commission has previously called for generative Al material to be
labelled,?®*> and recommended that platforms require labelling of Al-modified content
during election periods.?® In March 2026, the Secretary of State for Science Innovation
and Technology announced a taskforce to explore proposals for government on best
practice for labelling Al-generated content, with an interim report due in autumn 2026.%%”
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Ofcom’s Attribution Toolkit finds that layered approaches are most effective, combining
watermarking, provenance metadata, Al labelling, and context annotations—providing
users with additional information about a piece of content. However, none of this reflects
the way the vast majority of users interact with new technology on a daily basis, and
partial or inconsistent implementation risks creating the appearance of protection
without strengthening public confidence.?%®

Technical safeguards are therefore enabling but insufficient on their own. They

can reduce ambiguity and support institutional response, but cannot replace clear
governance, coordination or trusted public communication. Used in combination with
institutional protocols, they can reinforce authoritative signals; used in isolation, they
risk overstating the capacity of technical solutions to address social and institutional
challenges.

GUEST ESSAY:

Layered trust signals, not silver bullets:
what Iran shows the UK about Al and
public trust

Mahsa Alimardani, Associate Director, Technology
Threats and Opportunities, WITNESS

Al is now manufacturing ambient uncertainty about everything we see and hear,
and that uncertainty has become a permission structure for not knowing what to
believe. The information environment is now facing something far more complex
than simply synthetic content deceiving audiences: the routine dismissal of real
content as fake, alongside the routine acceptance of fabricated content as real.
Before the next election and well beyond it, the UK needs a layered set of trust
signals across the content lifecycle.

The failure mode threatening our information environment is the Al binary itself.
“Is this Al or not?” is the wrong question, because it collapses two operations
that have very different relationships to truth. Al generation can produce
completely fictional audio-visual content. Al enhancement or editing can alter
an authentic photograph of a real person or event, captured by a real camera,
for example, by smoothing skin, stylising a background, or sharpening detail.

Al editing tools are increasingly built into editing software used in everyday
journalism and personal use, meaning more authentic images may carry traces
of Al. The category of “Al-enhanced real photograph” is no longer exotic, and the
analytical work of distinguishing enhancement from generation is getting harder
and more necessary.
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Iran shows what happens when the Al binary is allowed to do the analytical
work on an industrial scale. Researchers have long called the underlying dynamic
the liar’s dividend: the benefit that accrues to bad actors when they can dismiss
inconvenient content as fake, because the existence of synthetic material makes
the dismissal plausible.?®® This was captured during the January 2026 protests

in Iran, when an authentic, verified image of a protester standing up to armed
security personnel went viral.?%° But those affiliated with the regime accused the
image of being Al slop, casting doubt on protest documentation overall.

This dynamic is not new to Iran, but the scale is. The sheer volume of Al content
circulating during the protest crisis and conflict since February has turned the
liar’s dividend from a tactic available to actors—especially the state—into

the ambient condition of the information environment. Al has arrived to make
dismissal cheap and deception easy within an engineered information vacuum,
a hot war, and a polarised cross-border ecosystem. Faced with authentic and
synthetic content side by side, audiences do not become better at distinguishing
between them. They withdraw.

The February 2026 US strike on Iran’s Minab girls’ school killed an estimated

175 children, one of the highest civilian death tolls of the conflict.?®* Footage
from outside the school was dismissed within hours: Grok falsely identified it as
imagery from a 2021 Kabul bombing, citing fabricated sources. Days later, when
the Iranian foreign minister tweeted photographs of the mass burial, opposition
and diaspora accounts dismissed those as Al-generated, too. Despite credible
verification work, the dismissals stuck. There are Iranians who, to this day, do not
believe the strike happened. Harrowingly, these dismissals of civilian casualties
contributed to life and death decisions people made amidst bombs about
choosing to evacuate or remain in danger.

Provenance is one of the trust signals that can help. It does not adjudicate truth;
it provides the recipe for how content is made, such as which device captured

it and what, or how a piece of content is edited. C2PA Content Credentials are
the most mature open standard for this layer.?%? If it is adopted across the entire
information environment, it is meant to be interoperable, cryptographically
secure, and to have privacy built in by design. Content credentials are

not a complete answer, and much more work is needed to support their
implementation and design (which will require investment by private tech
companies and governments). Content credentials need to work alongside other
signals, such as transparent post-hoc detection methods that include labelling
and audience literacy. No single part substitutes for the others, but together
these layers slow the acceleration of harm.
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Governments are now testing different versions of Al transparency. California is
building the most fully formed pipeline, with staged obligations on Al providers,
platforms, and capture device manufacturers anchored to open standards.?%3
India shows how getting it wrong can drive over-removal of legitimate content.?%*
The European Union is at the last development layer of a code of practice on
Transparency for developers and deployers that sets forward the importance

of these trust signals and implements an EU-wide icon for Al-generated and
manipulated content.?%®

Three principles drawn from this landscape should anchor the UK’s approach.
First, distribute responsibility across the content lifecycle. Asking platforms
to detect and adjudicate synthetic content at the point of distribution, after the
fact, sets them up to over-remove or under-remove. Pipeline obligations on Al
providers, hosting platforms and capture device manufacturers, anchored to
open standards, are the right direction for legislation.

Second, build rights protections from the outset. Provenance infrastructure
carries risks for vulnerable users if it embeds personal information without
consent, or hands governance to private standards bodies without
accountability. Informed-consent standards for personal data in credentials,
governance conditions on the standards bodies given legal effect, and
rulemaking authority for the regulator to keep pace with the technology are not
optional refinements; they are what make the system rights-respecting rather
than a surveillance vector.

Third, extend trust signals beyond political content. The Al binary is now being
weaponised against authentic journalism and citizen content, not only campaign
material. In the Iran-Israel war, photojournalist Erfan Kouchari’s authentic
images of the aftermath of Israeli strikes were attacked online as Al-generated,
with fabricated detector heatmaps circulated as forensic-looking evidence.?6®
The editing software photojournalists routinely use already supports C2PA
Content Credentials. Had wire services and newsrooms required their use, the
edit history of those images would have been verifiable. The Meta Oversight
Board has called on Meta to implement Content Credentials at scale.?®” The UK,
with its public service broadcasting sector and the BBC as an active member of
C2PA, is well placed to make this move in journalism.

The lesson from Iran is not that synthetic content has overwhelmed the truth.
In the absence of trust signals across the content lifecycle, the question of
provenance becomes unanswerable, and ambient uncertainty does the work of
denial for free.
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3.2.4 Political advertising transparency

Political advertising sits at the intersection of electoral law, platform governance and
public accountability. Transparency determines how visible campaigning practices are
when scrutiny is most needed. Where disclosure relies on voluntary or platform-led
measures, that visibility tends to narrow over time, weakening democratic oversight.

In the final week of the 2024 election campaign, UK political parties were collectively
spending £1,313,442 on Meta advertising.?®® But despite its scale and significance,
digital political advertising in the UK is characterised by fragmentation and limited
transparency. There are no statutory requirements for platforms to disclose targeting
data or maintain public archives of political adverts in the UK. The reliance on self-
regulation leaves gaps in disclosure, targeting transparency, accountability and long-
term data retention.?®®

Political advertising information is of interest to voters and researchers, now and in the
future. But advertising libraries vary in scope and reliability, and can be altered without
oversight.?’° Evidence suggests that available data is often incomplete, while time-
limited retention restricts long-term scrutiny and learning. For democratic accountability
and historical research, this material should be preserved in the UK's public record.?’!

Across a number of democracies, political advertising transparency is being embedded
in regulatory frameworks rather than left to voluntary platform disclosure. In particular,
the EU introduced binding requirements on the labelling of political adverts, disclosure of
funding sources and spend, transparency over targeting techniques, and improved public
access to advertising data through a public repository.?’?2 Some large platforms have
withdrawn political advertising altogether when transparency requirements increased—
including in Canada?’® and the EU.?7 Critics note that these withdrawals mean “the
firms are not, collectively, living up to their stated objectives (to wider society) of uplifting
people’s free speech rights in a way that promotes transparency and accountability for
all.”?’5 Full Fact has called for a comprehensive public library of political adverts in the
UK, and for platforms to support compliance rather than withdraw from hosting political
adverts.?

A comprehensive, publicly accessible library—including sponsor, spend and targeting
data—would strengthen democratic resilience. Similar proposals have been considered
by a raft of reviews and institutions, with some focusing on more consistent platform
libraries, including the Electoral Commission, 27 Committee on Standards in Public Life?’®
parliamentary committees?”® and Philip Rycroft.?¢® There is no excuse for not having a
robust system in place before the next general election. Without this, a significant and
growing part of the campaigning environment remains only partially visible, limiting
scrutiny during elections and weakening accountability over time.
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Part 4: UK governance, regulation and
Institutional preparedness

This report has shown how information systems generate misinformation and persistent
uncertainty, the harms this creates, and how other democracies are responding. This
section assesses whether the UK’s legal and institutional arrangements are equipped to
manage the risks in practice—particularly during high-pressure events. It examines how
institutional responsibilities are distributed, how frameworks operate, and where gaps in
laws, coordination, scope and visibility may undermine preparedness.

4.1 Institutional gaps for information resilience

The UK’s institutional approach to information risks is distributed across multiple public
authorities spanning elections, media regulation, national security, public communication,
and online harms. This reflects the cross-cutting nature of the challenge—but it also
means that no single body is responsible for system-wide coherence across the UK’s
democratic information environment, nor for providing a visible, clearly accountable
centre for coordinating responses to serious information incidents.

Current arrangements for handling serious information risks are opaque. There is

no public articulation of the thresholds for activation and escalation pathways, the
processes for coordination and communication responsibilities, and even the work

and accountabilities of some of the key bodies involved. There is also no published
framework that distinguishes emerging information incidents (such as early signs of
election interference or misinformation spikes) from full-scale crises, or that sets out how
responses should scale between them to ensure a proportionate and effective approach.

This opacity has consequences. It creates ambiguity during high-pressure events. It may
be unclear to the public which bodies are leading a response, who speaks authoritatively,
when action is being taken, or how decisions are reached. This can cause confusion,

lead to speculation and weaken trust, where rapid, authoritative communication is

most needed.?®! Information incidents cut across organisational boundaries; without
predefined coordination and clear public-facing authority, there is a risk that institutional
responses will fail to address them quickly, or stabilise the information environment in the
long-term.

The UK’s crisis management structures were refreshed through the 2025 revision of the
Amber Book, which provides a framework for cross-government crisis preparedness and
coordination.?®? This doctrine is primarily oriented towards operational crisis response.
However, it does not set out a dedicated approach to democratic information resilience,
including in relation to emerging risks. As a result, this area is not clearly integrated into
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national resilience planning and crisis preparedness. The gap is reflected in the absence
of a published protocol for electoral information incidents, as set out above.

In his 2026 Review, Philip Rycroft noted (in relation to countering hostile state online
interference): “Responsibilities are dispersed across different departments and agencies
with no apparent focal point.”?8 A similar lack of coherence applies to the government’s
management of democratic information risks and other acute information incidents. The
fragmentation reflects a deeper lack of clear institutional ownership over information
resilience as a coherent policy domain. Commentators on national security have argued
that the absence of a single, empowered institution dedicated to the issue leaves the UK
vulnerable to systemic threats, just as the cyber landscape lacked a central coordinating
body until the creation of the National Cyber Security Centre.?8

Because the perceived threat to our democracy has been relatively muted
over the decades, central coordination of this complex system has been
light touch. An official team has come together at election times in the Joint
Election Security and Preparedness Unit to monitor the electoral process.
Otherwise there has been no central official apparatus
to consider the health of the system as a whole over
time. %

Philip Rycroft, the Rycroft Review into countering
foreign financial influence and interference in UK
politics, 25 March 2026

4.1.1 Mapping responsibilities in practice

Various UK government departments, agencies and regulators have some role in
information governance, with responsibilities distributed across different policy areas,
operational functions and regulatory frameworks.

e The Department for Science, Innovation and Technology (DSIT) is responsible
for UK policy on disinformation aimed at UK users online,?®® working with the
National Security Secretariat in the Cabinet Office and others.

e The Home Office plays a leading role in the government’s response to domestic
state threats, while the Foreign, Commonwealth and Development Office is
responsible for understanding and addressing information threats overseas.

e The Ministry of Housing, Communities and Local Government (MHCLG) leads on
electoral law and policy and is sponsoring the Representation of the People Bill, a
package of electoral reforms considered further below.?”
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The National Security Online Information Team (NSOIT) leads DSIT’s
“operational response to information threats focussing on tackling the

greatest national security and public safety risks facing the UK from mis- and
disinformation.”?® Operational activity appears to focus on notifying social media
platforms to take action at their discretion on content that may breach their
moderation policies.?°

The Joint Election Security Preparedness Unit (JESP) operates between the
Cabinet Office and MHCLG to “..coordinate election security and preparedness
activity within government and externally.”?*° JESP coordinates work across
government to respond to issues as they emerge, including misinformation and
disinformation.?%!

JESP stands up an Election Cell ahead of major democratic events, such as
general elections, bringing together departments, intelligence agencies and
others?®? to monitor and respond to emerging issues, including information
incidents.?®3

The Defending Democracy Taskforce was established in 2022 “to coordinate and
drive progress on the Government’s work to protect UK democratic processes,
institutions and society”.?** It provides a cross-government forum focused on
protecting democratic processes, and bridges gaps between the national security
establishment and others, including large tech companies.?9® 2%

The Government Communication Service is the professional function for
communication across government, and supports coordination of public
communications and the delivery of campaigns.

These bodies operate alongside the intelligence and security agencies and the
National Cyber Security Centre, which contribute to electoral security from a
national security perspective and bring technical capabilities.

The National Situation Centre was established in 2021 and is, according to the
Government Analysis Function “the main body responsible for coordinating data
and analysis for use in crisis contexts.”?%’

Regulators also play a role. Ofcom enforces the OSA and is advised by the Online
Information Advisory Committee on matters relating to misinformation and
disinformation.?*®® However, the OSA addresses misinformation only indirectly,
limiting Ofcom’s role in managing broader democratic information risks.?

The Information Commissioner’s Office regulates data protection and
information rights, with responsibility for overseeing the use of personal

data. It plays a role in addressing relevant risks, including data misuse and
microtargeting.

The Electoral Commission has highlighted the limited scope of its regulatory
responsibilities when it comes to tackling election-related misinformation and
disinformation.?® Its Corporate Plan emphasises that “voters are increasingly
exposed to mis- and dis-information—a trend which looks set to continue—and
dubious campaign practices continue to undermine trust”.2°
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There is little public visibility of how this system safeguards democratic information
resilience, with details about some of these bodies often only published in response to
enquiries from MPs or parliamentary committees. Transparency gaps are particularly
acute for bodies such as NSOIT, JESP, the Election Cell, the National Situation Centre and
the Defending Democracy Taskforce, with scant public detail about their responsibilities,
decision-making processes, coordination processes, or accountabilities.

Legitimacy depends on public trust in the system, and understanding who is responsible
for responding to information risks and how those responses operate in practice. Opacity
or uncertainty about institutional responsibilities can weaken trust at times when rapid,
authoritative communication is most needed. The polling by Full Fact,**? and polling

by the Electoral Commission outlined above,?**® underline the public’s concern that the
government is not doing enough to tackle misinformation and disinformation.

4.1.2 Institutional readiness and incident coordination

Recent incidents and policy developments suggest growing recognition with government
and regulators that information incidents require more coordinated operational
responses. However, these reforms are limited by the absence of a broader institutional
framework for democratic information resilience, and by the underlying legal framework.

In a review of the police response to the 2024 riots, His Majesty’s Inspectorate of
Constabulary and Fire & Rescue Services (HMICFRS) found that liaison arrangements
between law enforcement, government and online service providers were not properly
established or understood.*** This highlighted the practical consequences of unclear
coordination structures during fast-moving information incidents.

In 2025, Ofcom consulted on additional safety measures for online services, including
proposals requiring platforms to maintain crisis protocols.3% This was advanced partly in
response to the 2024 post-Southport riots, where harmful misinformation spread rapidly
across platforms, contributing to violence and public disorder offline. Ofcom’s proposal
was a welcome step toward improving how platforms manage information incidents.
However, as Full Fact’s evidence to Ofcom highlighted, it needs to go much further,

with more measures needed for effective crisis management.3° The proposals are also
constrained by the OSA, which does not require platforms to address broader systemic
risks.

The government’s social cohesion strategy, Protecting What Matters, published in March
2026, contained welcome commitments to strengthen the UK’s response to crises,
which will build on Ofcom’s proposals. This includes convening civil society, experts,

and platforms to provide real-world insights during crises. It also includes reviewing

the crisis powers in the OSA, which will mean looking at giving trustworthy media
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due prominence “so people have access to authoritative sources to counter mis and
disinformation”.?®” That review should consider the absence of an institutional anchor to
manage democratic information resilience. Taskforces and temporary cells do not provide
durable oversight, cumulative learning, accountability to the public and Parliament, or a
framework for coordination between public authorities, online companies and others.

In 2021, Full Fact published its Framework for Information Incidents, which set out a
severity-based approach for responding to misinformation and other destabilising
content. That framework identifies clear thresholds for action, assigns responsibility for
coordination, and maps communication pathways to ensure rapid, authoritative public
clarification.®?® It was developed prior to President Trump’s second term; it is clearer now
how a political party can affect a country’s information ecosystem. Policymakers should
consider how this situation might have played out in the UK, a country where so many
political integrity standards are informal norms and non-statutory commitments.

The Rycroft Review highlighted the importance of accountability at senior official and
ministerial levels, particularly in responding to foreign interference and election-related
threats. Rycroft recommended allocating a Permanent Secretary “lead responsibility

for sustaining our democracy and coordinating the response to the threats to it”.3%°
Elsewhere, the think tank Demos has recommended setting up a working group or crisis
response committee that would sit across government and review crisis preparedness
approaches.®'° Part 5 of this report proposes a dedicated coordination function to embed
a national framework for information incidents and coordinate operational activity.

4.2 Legal gaps and ambiguity

Misinformation is the most commonly encountered online harm in the UK.3!! It is the most
severe global risk according to international expert bodies, a matter of serious concern

to the Prime Minister, and independent experts and scrutiny bodies have repeatedly
warned of the risks posed by hostile state and non-state actors in the UK.312In 2024, it
was the UK public’s second biggest concern in elections (after media bias).3!3 Yet the UK’s
legal framework does not address it in a coherent way, for elections or otherwise.

The gap has been recognised by international experts. In its Public Communication Scan
of the UK, in December 2023, the OECD highlighted “a noteworthy gap in the legislative
and policy landscape [...] on mis- and disinformation in the context of elections”.3* Laws
are dispersed across multiple legal regimes—electoral, online safety, media regulation
and national security—each designed for different purposes and operating separately.
They do not form a coherent framework for managing democratic information risk. The
result is a fragmented legal landscape that lacks clarity of purpose, consistent coverage
and mechanisms for coordination. This limits both the effectiveness of interventions and
public confidence in the system’s ability to respond, and means that significant areas of
democratic information risk fall outside of regulatory oversight.
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4.2.2 Electoral law

UK electoral law was designed for a different information environment. Offences and
transparency requirements reflect assumptions of identifiable publishers, physical
campaign materials and broadcast-era media. They also assume slower dissemination,
clearer attribution and limited automation. These no longer apply in campaigns
characterised by algorithmic amplification, microtargeted advertising and Al-generated
content—where claims can scale rapidly and attribution is fragmented.

In 2025, the Public Administration and Constitutional Affairs Committee said electoral law
and policy “has struggled to keep pace” with misinformation and disinformation risks.?®
As Al-mediated systems and platform design increasingly shape political information
flows, ambiguity around scope, timing, enforcement and transparency increases the
likelihood that uncertainty will persist during elections—even where accurate information
exists. The Representation of the People Bill provides an opportunity to modernise these
safeguards; but as currently drafted, it does not address the most significant risks.3'¢

The government’s July 2025 policy paper, which formed the basis for the Bill,
acknowledged that “Our own democracy is being threatened by misinformation” and
proposed measures to strengthen transparency and integrity in election campaigning.?*
However, two measures that would have helped to address misleading campaign
practices—a new code of conduct for campaigning and enhanced requirements for
campaign material to identify affiliated political entities—were not included in the Bill as
introduced.

The Bill also contained no measures to address the use of Al-generated or manipulated
political content. While the OSA created offences for sharing and threatening to share
sexually explicit deepfakes,?*® and the Data (Use and Access) Act 2025 criminalised

the creation and sharing of sexually explicit deepfakes,®'® political deepfakes had not
been a focus for policymakers. The Electoral Commission has previously suggested that
generative Al material should be clearly labelled, particularly in election periods.??® There
is, however, no requirement for parties and campaigners to label Al-generated material.
If nothing changes, there is a significant risk that the law will be ill-equipped to deal with
the challenges posed by Al in the run-up to the next election.

The offence of making false statements about a candidate has an unclear scope in
relation to synthetic media. This reduces both clarity and deterrence in fast-moving
contexts.3?! The Electoral Commission®?? and Speaker’s Conference3?? both called for the
offence to be updated in light of technological change. In late 2025, a deepfake video
depicting George Freeman MP falsely announced his defection to Reform UK. This did

not meet the test for a ‘false communications offence’ under the OSA.324 The Electoral
Commission highlighted that the police could not prosecute it as a ‘false statements about
candidates’ offence because it fell outside the regulated period.®?* The result was a high-
profile falsehood about a prominent politician with no route for enforcement—a visible
accountability gap.
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The government has since expressed its concern about the impact of misinformation
and disinformation on candidates, MPs and UK elections, and is considering the need to
update electoral offences to explicitly capture deepfakes.®?¢ While this commitment is
welcome, it should form part of a wider review of democratic information resilience, and
be part of a proactive approach rather than an ad hoc reaction to incidents.

This Government shares the conference’s concern about the impact of
mis- and disinformation, including the role of deepfakes, on candidates,
MPs, and UK elections and is committed to addressing it.3?”

Government response to the reports of the Speaker’s Conference
on the security of MPs, candidates and elections, 5 March 2026

As examined in section 3, the UK does not operate a comprehensive public repository of
political adverts. An amendment to the Bill was debated by the Bill Committee in April
2026, which would have established a repository. In response, the Minister said “This is

a complex area, and the implications need detailed consideration to avoid replicating the
unintended consequences seen in other jurisdictions”, where platforms have withdrawn
from hosting political adverts.32® However, the danger of failing to act is that powerful
platforms will be left to regulate themselves on issues of national democratic importance.

Institutional powers also lag behind the realities of digital campaigning. The Electoral
Commission lacks general powers to obtain information from individuals and
organisations, including online platforms, outside of a formal investigation.®?° This
constrains its ability to obtain time-sensitive data during electoral campaigns. While the
Bill strengthens the Commission’s information-sharing powers with other regulators and
law enforcement, it does not create an information-gathering power. As campaigning
becomes more data-driven and platform-mediated, this gap becomes more significant.

The Bill is also silent on the risk of algorithmic political bias. In evidence to the Foreign
Affairs Committee in January 2026, the Chief Executive of the Electoral Commission said
that if a social media company were to preferentially amplify some political content and
suppress other content in a politically biased way, the UK’s legislative toolkit would not
enable regulatory action.®*° Electoral law contains no provisions addressing platform-
level promotion, suppression or ranking of political content, even where such conduct
could materially affect the visibility of candidates or campaigns. Since taking over X, Elon
Musk has transformed the platform into an algorithmic microphone for his own views
and interests. This, combined with Mr Musk’s zeal for getting involved in other countries’
democratic processes and debates, clearly illustrates the risks in this area.33!
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During the first debate on the Bill, on 2 March 2026, multiple MPs on a cross-party basis
highlighted the Bill's failure to tackle misinformation and disinformation, and the need
for new measures. In response, the Minister acknowledged that misinformation and
disinformation “..needs to be addressed more forcefully.” During Full Fact’s oral evidence
to the Public Bill Committee on 18 March 2026, the Minister noted that “technology
moves at breakneck speed and takes us forward, and it has been recognised that

our electoral system is not keeping pace with it”. However, various amendments to

the Bill were rejected at Committee Stage as out of scope, including those relating to
the regulation of online service providers. As a result, key issues at the intersection of
elections and the online environment are unlikely to be debated in the context of the Bill.

Full Fact’'s recommendations for the Representation of the
People Bill

When it was introduced to Parliament in February 2026, the Representation of

the People Bill fell short of addressing the growing threats of misinformation and
disinformation. Full Fact is advocating measures that would substantially improve the
Bill, strengthen the foundations of UK democracy and help restore trust in politics.

Upgrade the Online Safety Act to safeguard the UK’s democracy.

Create stronger rules to deal with political deepfakes.

Establish a comprehensive public library of political adverts.

Regulate to prevent misinformation and disinformation in political campaigns.
Create a transparent system for dealing with electoral information incidents.
Increase the investigative powers of the Electoral Commission.

Give platforms a statutory duty to support effective media and political
literacy.

NOoO U AEWNPRE

More details are available in our policy paper33? and parliamentary briefings.?33

4.2.3 Online safety law

The Online Safety Act 2023 established a framework for regulating online platforms

and search engines, focused on categories of illegal content and harms to children.

In March 2021, the then Prime Minister said the OSA would tackle collective online
harms, including threats to democracy.?3* The then Government acknowledged “that
misinformation and disinformation surrounding elections are a risk to democracy and

it is vital to address this issue”.3%® But ultimately, the OSA failed to establish a duty on
platforms to mitigate and assess systemic harms, such as risks to elections, public health
or public safety.33¢
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The OSA focuses on individual instances of illegality rather than systemic effects. In
practice, this means misinformation is only regulated where it intersects with certain
criminal offences (for example, misinformation that also stirs up racial hatred) or certain
harms to children.®*” Most political misinformation—including widely amplified and
harmful, but lawful, misleading claims—are outside the OSA’s scope.®3® In a letter to
online service providers ahead of the May 2026 elections, Ofcom noted that the OSA
“does not explicitly identify misinformation or disinformation as specific harms that need
to be addressed”**

There appears to be some ambiguity in the government’s interpretation of the OSA. In
September 2025, a Minister said the OSA introduced strong protections against illegal
content which “also includes election related offences” such as the offence of false
statements about candidates and undue influence relating to elections.?*® However,
platforms are only required to take the preventative measures set out in Ofcom’s Codes
of Practice—due to the ‘safe harbour’ provisions in the OSA—and these offences are
not in the OSA priority list or in Ofcom’s lllegal Content Judgments Guidance. They are
also not subject to the additional duties platforms need to take in relation to priority
offences.3

The SIT Committee’s 2025 inquiry concluded that the OSA “cannot keep the UK public
safe as it was not designed to tackle misinformation”.342 The committee highlighted that
the OSA does not address recommendation systems that systematically amplify lawful
but harmful content and that even full enforcement “would have made little difference”
where platform design drives reach and engagement.3*? In its 2024 review of the policing
response to Southport, HMICFRS similarly concluded: “Given the approach taken in the
Act, we question how effective the Act and regulation by Ofcom will be in the context of
rapidly spreading disorder provoked by online content.”44

While the OSA introduced transparency reporting requirements to Ofcom for the
largest services, again, these are not focused on systemic harms. There is no systematic
framework for scrutinising how platforms prioritise, rank or amplify political information,
nor for assessing the impact of these systems on UK elections and democracy.?*®

Implementation of the OSA in 2025—particularly requirements for age verification
checks—Iled to media and public concern and parliamentary debate, including a
Commons debate triggered by an e-petition calling for its repeal.®*¢ The government
rejected the repeal and reaffirmed its commitment to implementing the OSA. Full Fact’s
position has been that the appropriate response is to strengthen the way the OSA deals
with misinformation and democratic harms, rather than to repeal it.34’

In March 2025, the government announced a consultation into children’s online safety,
Growing up in the Online World.**® Alongside this consultation, the Children’s Wellbeing
and Schools Bill made its way through Parliament. As a result of pressure from the
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Lords, the government agreed to introduce regulations following its consultation within
a set timeframe, and to consider the effect of harmful features and product design on
children’s online experiences. It is unclear what this will look like in practice, although

a Minister, Olivia Bailey, said it would involve “some form of age or functionality
restrictions”.34°

4.2.4 Data access law

Effective oversight of democratic information risk depends on independent researchers
having visibility of platform behaviour at scale. Meaningful access to data is needed to
understand how false or misleading information is amplified, coordinated and distributed
in practice. In their 2025 report, the SIT Committee noted that a lack of access to
platform data made it difficult for researchers to assess online safety.3° The Electoral
Commission also said in 2025 that “Without robust access to platform data and to how
social media algorithms work, regulators and researchers cannot effectively identify
patterns of abuse, intimidation, and misinformation.”35!

Without structured data access rights, oversight depends on voluntary cooperation
rather than enforceable obligations.?®? The Data (Use and Access) Act 2025 gave the
government the power to set regulations requiring platforms to provide independent
researchers with access to data for online safety research.?*® The impact of this will
depend on how the powers are interpreted and implemented in practice, including what
data can be shared, under what safeguards, and with what resources. But the 2025
Act leaves uncertainty about whether independent researchers will be able to observe
systemic information risks. Sensible regulation in this area is crucial and would make a
huge difference.

Ofcom has stated that no single model of researcher access is likely to meet the full
range of researchers’ needs, and proposed three models: clarifying existing legal rules
on access, creating new duties for platforms to give access, giving legal powers to a
third party to act as an intermediary.®** The effectiveness of the new regime will depend
on whether it delivers consistent, proportionate and scalable access that enables
independent scrutiny of platform systems, rather than ad hoc or case-specific disclosure.

Experience in the EU suggests that access rights do not necessarily translate to
meaningful access in practice, and are insufficient without clear standards, enforcement
and technical infrastructure. Without these, data access risks becoming partial, delayed
or unusable for real-time or systemic analysis. Survey work by the European Digital
Media Observatory, published in May 2024, found that access to data is unfulfilled;
support for fact checking, research and media literacy communities is not adequate; and
that there is patchy and insufficient progress towards integrating expert feedback into
platforms’ tools.3%®
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4.2.5 National security law

The National Security Act 2023 contains tools to address hostile state activity, including
espionage and foreign interference. Its measures are reactive and depend on attribution,
requiring proof of intent, foreign state involvement and prohibited conduct, and a high
threshold of evidence. The Act included a new ‘foreign interference’ offence but there
are practical challenges to enforcement—particularly the need for proof and attributing
interference to a foreign power, which may have concealed its involvement***—and the
law does not address domestic political deepfakes.?*”

These features may be appropriate for intelligence-led investigations and national
security purposes, but they mean the Act engages late in the lifecycle of information
incidents and only in a narrow set of cases. By contrast, much democratic information
risk unfolds before illegality can be established or without an offence having been
committed, often without clear attribution. This is particularly the case in a fast-moving
situation like an election campaign or public crisis. National security law focuses on
proven foreign involvement or hostile intent, but the most consequential risks typically
arise earlier, during periods of uncertainty, when rapid clarification and coordinated
response are critical.

Current law provides no framework for managing these moments—coordinating
disclosure, engaging platforms, or communicating effectively with the public—leaving

a gap between intelligence-led enforcement and the real-time management of
information threats. As Philip Rycroft identified, “much of the damage done by hostile
state interference online is in the moment and needs to be dealt with in the moment”.3%8
Intelligence-led responses necessarily prioritise confidentiality, but this restricts their
ability to provide visible reassurance or public clarification. These tools are poorly suited
to visibly resolving uncertainty at scale or sustaining public confidence in institutional
response.

The blurred lines between foreign and domestic threats create further challenges. Philip
Rycroft noted that the government’s work is divided between the foreign and domestic
spheres, a distinction “that is almost completely irrelevant in dealing with this problem”.
This was illustrated in March 2026, when Meta told Parliament’s Foreign Affairs
Committee that only half of the coordinated inauthentic networks it removes are foreign
influence operations—that is, originating in one country and targeting another.3%°

4.2.6 The lack of Al governance law

The UK does not have a dedicated statutory framework governing general-purpose Al,
despite these systems increasingly acting as key intermediaries for information. Current
governance relies on principles and sectoral regimes that were not designed for rapidly
evolving, cross-domain Al systems, or the potential risks they bring.3¢°
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Al-mediated risks relevant to democracy—including realistic synthetic content,
automated influence, and misleading Al-generated summaries and search outputs—are
not properly addressed with existing laws. No framework is tailored to the role these
systems play in shaping how information is produced, prioritised and consumed. Current
debates about governance focus largely on content moderation, copyright and consumer
protection. However, evidence that Al systems may be susceptible to targeted data
manipulation highlights the need for upstream transparency and testing standards.¢?

Labour’s 2024 manifesto committed to binding regulation of the most powerful Al
models.?%? The government has since emphasised a preference for flexible, pro-
innovation governance and close partnership with frontier Al developers.®®® While this
approach seeks to retain flexibility, and avoid regulatory overreach in a fast-moving field,
it fails to address the UK's information resilience. The government has also sought to
close regulatory gaps for Al systems incrementally, and broadly in line with duties under
the OSA, rather than approaching it holistically to tackle democratic and other risks.

Ofcom confirmed in 2025 that Al chatbots are outside the scope of the OSA if they do
not search websites or databases when responding to users, do not enable interactions
with other users, and do not generate pornographic content.®** Its investigation into

the X chatbot Grok illustrates how the OSA’s scope is being interpreted in practice.?¢®
The Crime and Policing Act 2026 enabled the government to amend the OSA to cover
more types of generative Al tools.**® But this extension of the OSA focuses narrowly

on potential harms to individuals from illegal Al-generated content and the use of Al
services for certain offences.?®” As a result, general-purpose Al systems continue to
operate without statutory duties tailored to their information-mediating role or systemic
risks.3®® The government has floated the idea of regular Budget-style debates on online
safety, implicitly acknowledging that the OSA is not futureproof not long after it was
implemented.3®°

Evidence produced by the government in 2025 highlighted that “The capabilities of
systems using Al have been advancing rapidly” leading to increased awareness of
current harms and future potential risks.3’° This underscores a widening gap between
the pace of change and underdeveloped legal and regulatory frameworks. The UK'’s Al
Safety Institute analysis of Al trends provides a foundation for the government to assess
risk, but evaluation and oversight are in development alongside the capabilities they are
designed to assess.?’!

The Ada Lovelace Institute has found strong support for independent regulation of Al
systems, saying: “the public are considerably more comfortable with mandatory safety
checks than with voluntary ones”. It also noted: “This aligns with evidence showing that
voluntary safety commitments often fail to ensure adequate protections, reinforcing

the case for mandatory requirements to safeguard public trust and wellbeing.””?
Parliamentary debates in late 2025 and early 2026 also reflected cross-party concern
that safeguards for the most powerful Al systems lag behind technical development.?”?
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GUEST ESSAY:
Language, trust and
the digital public sphere

Baroness Kidron OBE, Crossbench Peer,
filmmaker and author

Language matters. It creates common understanding.

It allows conversation across time, distance and difference—from one
generation to another, from one life to another. Words allow us to communicate
experience, establish trust, argue, persuade, dissent and participate in public
life. Shared language is not a decorative feature of democratic society; it is part
of its infrastructure.

Over the past two decades, the digital world changed not just how language
travels, but what language is for.

Communication increasingly operates not to inform, understand or connect,
but to capture attention, drive engagement and shape behaviour. AlImost
everything we encounter online is promoted, amplified, targeted or suppressed
for a commercial, political or ideological reason. The challenge is not simply

to identify “misinformation”™—but to confront the industrialisation of influence
through systems optimised for engagement, dependency and extraction.

In 2016, a YouGov poll found that Vote Leave voters were far likelier to prefer
their steaks well-done and to resist cutting down on meat. A fantastically
trivial datapoint—but in the hands of a political campaign it becomes a lever

of persuasion. A person buying a barbecue or shopping for meat online could
now be targeted with messages of patriotism, self-reliance or irritation with the
“nanny state™.

Tech companies command an extraordinary number of data points on each
of us, allowing behaviour to be profiled, predicted and influenced at scale.
Deliberately orchestrated for commercial or ideological purposes, these
systems bend behaviour towards those seeking to capture it. What many in
civil society see as an affront to personal freedom and democracy, peddlers in
influence see as proof of concept.

What we see online is not “the world” nor “the truth”; it is whatever someone
willing to manipulate the system, for politics or profit, wants us to see. Once

you understand that the system determines what you see—and shapes what
you believe—trust in information—and trust in each other—begins to corrode.
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And yet we stay. Not because the system fails, but because it works—just
not on our terms. It offers proximity to all human knowledge, the ability to
communicate across distance instantly and the chance to form communities
that would otherwise never exist. These are extraordinary gains. The problem
is not the promise of the digital world, but the conditions under which it has
been built and is now governed.

Previous information systems mediated the distribution of human speech but
increasingly large language models (LLMs) also produce synthetic language at
scale. LLMs absorb vast quantities of data and produce statistically plausible
responses from the patterns they find within it—it is pattern, not meaning. They
do not reason from first principles, but from probability. They do not know; they
predict.

The point is not that Al lies or hallucinates, but that it optimises for what is
most likely: plausibility. And in a system already shaped by engagement,
plausibility risks reinforcing what is already dominant, emotionally resonant or
commercially valuable, not what is true.

In this environment, communication is driven less by shared meaning than by
prediction, optimisation and manipulation. This shapes our information system
and the conditions under which citizens encounter the world—and one another.

Children offer the starkest example of how this can go wrong. The chatbot
friend who agrees with everything you say offers comfort, but no reciprocity,
consequence or social obligation. Like the mirror in a fairy tale, it tells users
what they most wish to hear. A system without moral understanding cannot
reliably mediate the emotional lives of children. That is why chatbots can
encourage self-harm, validate delusion or direct dangerous behaviour while
maintaining the appearance of care.

We have allowed technology companies to become extraordinarily powerful
and to operate outside ordinary democratic obligations.

The question is not whether Al will transform pubilic life. It already is. The
question is whether democratic societies retain the capacity to shape the terms
on which that transformation occurs.

No product should scale before it is proven safe enough for the domain in
which it operates. Safety, privacy and autonomy should be fundamental to
system design by default and without carve-outs.
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That means moving away from the idea that companies can deploy first and
mitigate later. Regulation should rest on three principles: duty of care to the
user; liability where harm is foreseeable and preventable; and the rejection of
tech exceptionalism—the principle that a technology company is a company
like any other and should be taxed, regulated and liable accordingly.

The choice is not between innovation and regulation, but between a digital
world organised around extraction and one organised around human
flourishing. We must refuse tech exceptionalism and apply the same basic
expectations we already impose elsewhere. Democracies survive not because
they eliminate disagreement, but because citizens retain enough shared
language and shared reality to disagree meaningfully.

Yes, governance introduces friction. It constrains behaviour and establishes a
floor below which companies may not fall, not a ceiling beyond which they may
not rise. Friction introduces caution, but it is also what prevents collapse. We
already accept it in aviation, medicine, finance and food.

Innovation that cannot survive basic standards is not worth defending.
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Part 5: Building democratic
information resilience

This report has shown how persistent uncertainty during high-pressure moments—and
the proliferation of false and misleading information—strains participation, weakens
institutional authority and erodes public trust. These pressures arise from structural
weaknesses in how the UK governs and responds to information risks, alongside broader
technological, institutional and platform-driven changes.

Four interlocking weaknesses help explain why the current system is not able to respond
effectively at scale or speed. First, coordination across public institutions and online
service providers remains fragmented and opaque, with no visible standing mechanism
to align responsibilities or manage escalation. Second, legal and regulatory frameworks
are not designed to address systemic information risks, instead focusing on specific
categories of illegality and harm. Third, independent oversight is constrained by limited
transparency and inconsistent access to platform and Al system data, making it difficult
to understand how information is produced, amplified and targeted. Fourth, there is

a lack of clear accountability and transparency for platforms, search engines and Al
systems in relation to their role in shaping information flows, including how algorithmic
ranking, recommendation and design choices determine visibility and amplification at
scale.

This section sets out proposals to address these and wider gaps, shifting from
siloed interventions to a more coherent system of democratic information resilience.
Recommendations are structured around four mutually reinforcing pillars:

1. Secure the information ecosystem, by improving how information is surfaced,
prioritised and made available, particularly during high-risk periods, and ensuring
that reliable information reaches audiences at speed and scale.

2. Strengthen public resilience, by supporting individuals’ ability to interpret
uncertainty, evaluate claims and navigate the information environment, alongside
safeguards that reduce exposure to false and misleading content.

3. Modernise laws and institutions, by creating clearer responsibilities, formal
coordination mechanisms and dedicated capacity to manage information risks
that cut across existing regulatory and policy boundaries.

4. Increase commercial transparency and accountability, by ensuring that
platforms, search engines and Al systems are scrutinised and held accountable
for systemic effects on information flows, including amplification and ranking.

Full Fact's polling underscores the urgency of reform.3’4 Around two thirds of UK adults
(66%) think the government is doing too little to address Al-generated misinformation,
with only 9% saying the current response is about right. Change is needed to improve

resilience and restore confidence that institutions can and will respond effectively.
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5.1 Secure the information ecosystem: recommendations

The UK’s information ecosystem is shaped by structural constraints that limit the
ability of accurate, reliable information to compete effectively with misleading or false
narratives. These include limited access to platform data for independent researchers,
declining levels of public interest journalism, opaque algorithmic amplification systems,
uneven prominence for reliable information, and low levels of trust in institutions. This
reduces the effectiveness of even well designed institutional responses.

Freedom of expression is paramount. Securing the information ecosystem is not

about regulating individual speech or censoring content. It is about strengthening the
conditions under which high-quality information can be produced, surfaced, scrutinised,
and reach audiences when it matters most. This includes improving the visibility of
reliable, public interest information, enabling independent analysis of information flows,
and aligning regulatory frameworks with democratic resilience.

Low levels of public trust reinforce the need for action. Full Fact’s polling shows that most
sources tested—including the media, local MPs and platforms—are not widely trusted

to provide accurate and reliable information.?”® A significant proportion of UK adults
(17%) would not place their highest trust in any of the institutions they were asked about
during a national emergency, including the police, media, government ministers or local
authorities. This reinforces the importance of improving the accuracy, consistency and
prominence of reliable information, so that it can be recognised and acted upon.

e b5.1.1 Stress-test information resilience

The government should establish a programme of multi-stakeholder information
resilience exercises to test how institutions, platforms and public communication
structures perform during elections, major crises and other high-risk periods.
Structured simulation exercises should test decision-making under conditions

of uncertainty, and assess coordination, escalation pathways, information

sharing arrangements and communication plans. Testing should be embedded
into routine preparedness activity, with increased intensity ahead of elections.
Summary findings should be published in an appropriate form and used to
strengthen crisis protocols, coordination arrangements and institutional capability.

¢ 5.1.2 Maintain crisis communication plans and incident protocols

Ofcom should require the largest platforms, search engines and generative
Al systems to maintain crisis communication plans and information incident
protocols, with clear escalation pathways and severity indicators. Full Fact’s
submission to Ofcom’s consultation on crisis response protocols sets out
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detailed proposals for a severity-based framework.?”¢ These systems should
include established communication channels with regulators, law enforcement,
departments, civil society organisations, and the media. These requirements
should align with national incident response arrangements (see 5.3.2) to ensure
interoperability. Ofcom should require audited evidence that these processes are
effective. The government’s planned review of crisis response powers under the
Online Safety Act provides an opportunity to establish these duties in relation to
systemic risks.

¢ 5.1.3 Increase the prominence of high-quality information

During defined high-risk periods, the largest platforms, search engines and Al
systems should take steps to increase the prominence of high-quality, factual
public interest information. These measures should be triggered by transparent
and publicly defined risk thresholds, and should include clear accountability for
how sources are identified and prioritised. The Council of Europe’s guidance on
the prioritisation of public interest content could inform guidelines to determine
high-quality and reliable sources of information.3”” The government has set out
its intention to look at giving “trustworthy media due prominence, so people have
access to authoritative sources to counter mis and disinformation.””®

5.2 Strengthen public resilience: recommendations

Strengthening public resilience means improving the public’s ability to interpret, evaluate,
and make sense of what they are seeing, understand why and how information changes,
and recognise the limits of what can reasonably be known. It also means helping them to
navigate uncertainty effectively and confidently, and giving users more agency over their
online information environment.

This does not mean making individuals solely responsible for identifying false or
misleading information. Nor should it be seen as a substitute for requlatory action or
platform responsibility. Low confidence levels highlight this constraint and underscore
the limits of individual-level responses in a complex and rapidly evolving information
environment. Full Fact’s polling found that only 3% of people feel very confident
identifying fake political information online, with the same share finding it very easy

to identify an Al-generated video.?*”® These constraints are likely to become more
pronounced as generative Al tools become more widely used and increasingly difficult to
detect.
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Polling research by Internet Matters and Full Fact shows that these challenges are
already shaping political engagement well before voting age—which may intensify as
younger voters are enfranchised without adequate support: 74% of people aged 13-14
and 81% of those aged 15-17 say they have seen content about news, politics or current
affairs online. Of those who see political information online, only 53% of those aged 13-
17 feel confident telling whether it is true or false. As the voting age is lowered to 16, the
absence of robust media, Al and political literacy provisions risks widening this gap.3°
Strengthening public resilience is a prerequisite for effective democratic participation.

Full Fact’'s work with the Commission into Countering Online Conspiracy Theories

in Schools highlights the scale of the challenge. The Commission was launched in

2024 to consider how online conspiracy theories, misinformation and disinformation
manifest in the lives of young people, and published a report in February 2025 with
recommendations to address this issue.*®! In 2026, the Commission published research
which found that “Young people, parents and school staff increasingly recognise not
only that misleading content is prevalent online, but that it is becoming harder to identify
what is true and what is false.”®2

e 5.2.1 Embed media literacy across the curriculum

The Department for Education should support schools and teachers to deliver
media and information literacy across subjects and key stages in the curriculum,
with guidance, training and resources.3® This should include consolidated
guidance on content and delivery; integration into Initial Teacher Training and
Continuing Professional Development; and high-quality, maintained teaching
resources, including a central online hub. Provision should reflect the realities of
modern information systems, including ranking and generative Al content.
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¢ 5.2.2 Fund long-term media literacy delivery capacity

The government should ensure that there is long-term investment to support

the delivery of media and information literacy, including training, professional
development and curriculum implementation. Funding should prioritise workforce
capacity in schools and education providers, with mechanisms to ensure
sustainable delivery at scale. Parents and carers should also be supported
through accessible, reliable guidance and public education resources, recognising
that building resilience extends beyond formal education and into lifelong
learning.

e 5.2.3 Introduce a statutory duty to provide media literacy

The government should place a statutory duty on the largest platforms, search
engines and Al systems to support effective, evidence-based media and
information literacy among users. This duty should be supported by a code of
practice, developed by Ofcom, setting out expectations with requirements for
providers to demonstrate effectiveness through evidence and evaluation. The
duty should require services to embed media literacy by design, including through
transparency features that help users understand why content is shown, tools
that support critical evaluation, clear labelling and disclosure of Al-generated or
modified content, and user controls that enable management of recommender
systems.

5.3 Modernise laws and institutions: recommendations

The UK’s laws and institutions are not well adapted to the demands of high-pressure
events such as elections and crises. Responsibilities are fragmented across multiple
organisations, and coordination mechanisms and escalation pathways are unclear.
While each organisation plays an important role within its own mandate, there is no
single institution responsible for ensuring coherence and coordination across the system.
This fragmentation creates predictable weaknesses at precisely the points where clarity
and coordination are most needed: delayed escalation, inconsistent or competing public
messaging, and uneven responses across institutions. It also constrains the ability of the
system to prepare in advance and to undertake post-incident learning.

The framework has not kept pace with rapidly evolving and systemic risks, including
those relating to algorithmic amplification and Al-generated content. While there

is growing recognition of the challenges and the need for more oversight and
coordination—including in recent reviews by the SIT Committee,*®* Foreign Affairs
Committee®® and Philip Rycroft®®—the institutional response remains dispersed and
opaque.
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The UK’s experience in cyber security, particularly through the National Cyber Security
Centre, demonstrates the value of a dedicated, well-resourced institution with
operational capability and system-wide leadership.3®” A national Information Resilience
Unit, built on similar principles, would address the current gap by providing a standing
coordination function for the information environment. With statutory independence
and accountability to Parliament, it would strengthen preparedness, improve coherence
between existing bodies, and enable more effective cross-system response to acute
challenges in the information environment, including those affecting public safety or
democracy.

fullfact.org

5.3.1 Strengthen the Representation of the People Bill

The government should strengthen the Representation of the People Bill to
address risks from misinformation and disinformation that affect the integrity

of the UK’s democratic processes. This should include measures to upgrade the
Online Safety Act to address systemic harms; require transparency in the use

of political deepfakes; establish a public library of political adverts; introduce a
regulatory framework for political advertising standards; create a serious election
information incident protocol; and strengthen the investigative powers of the
Electoral Commission. Our policy paper contains more detail on these reforms.3

5.3.2 Establish a national information incident response framework

The government should build a dedicated information incident response
framework within the UK’s existing crisis management architecture, aligned with
national resilience doctrine and crisis management arrangements. The framework
should define severity thresholds, escalation pathways, communication and
coordination processes for information incidents, such as Al-generated content
and platform-amplified information threats during elections and crises. Full
Fact’'s Framework for Information Incidents provides a basis for this.3® It should
be overseen by the Information Resilience Unit and align with service providers’
crisis response protocols and crisis communication plans, ensuring consistent
coordination and escalation between public and private actors during high-
impact events.

5.3.3 Create a national Information Resilience Unit

The government should establish a statutory Information Resilience Unit as a
standing coordination function to strengthen preparedness and response to
serious information incidents. The unit would provide a single, visible, enduring
mechanism to support cross-system coordination, coherence, preparedness and
institutional learning in relation to major information risks. It would be integrated
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with existing national resilience and crisis coordination structures, combine
operational capability with system-wide oversight, and have independence and
robust accountability to Parliament. Responsibilities should include: maintaining
the national information incident response framework, enabling preparedness
through stress-testing and scenario planning, convening stakeholders during
serious information incidents, supporting coordination and the sharing of
information, and leading post-incident reviews to strengthen future resilience.

5.4 Increase commercial transparency and accountability:
recommendations

Online platforms, search engines and Al systems play a central role in shaping the
information environment. These systems determine what information is surfaced,
amplified or suppressed at scale, with limited transparency into how outcomes are
produced.

Accountability has not kept pace with this level of influence. Existing regulation
focuses on content that is illegal or harmful to children, rather than wider systemic
risks or the behaviour of information systems—particularly how algorithmic ranking,
recommender systems and generative Al shape the distribution and visibility of content
under conditions of speed, scale and uncertainty. This creates regulatory blind spots in
understanding how these systems operate and the real-world impacts they have.

There are also gaps in the governance of Al systems that increasingly function

as information intermediaries, but sit outside or only partially within regulatory
frameworks. A more comprehensive approach would focus on system-level behaviour,
including greater transparency around ranking and recommendation systems, clearer
accountability for amplification dynamics, and obligations to assess and mitigate
systems risks.

Strengthening transparency and accountability aligns with public expectations of
corporate responsibility. Reuters Institute research from 2025 found that most people
believe platforms—rather than governments—should bear primary responsibility for
moderating harmful content online, even where regulatory oversight is supported.>®°

e 5.4.1 Introduce systemic risk management duties

The government should strengthen the Online Safety Act to require the largest
platforms and search engines to identify, assess and mitigate the risks they pose
to civic discourse, electoral processes and public security. These duties should
cover risks arising from system design and operation, including algorithmic
amplification, recommender systems and ranking biases, as well as the spread
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of misinformation during fast-moving or high-pressure events. Equivalent duties
should be extended to widely deployed Al systems that fall outside of the Online
Safety Act. These duties should focus on system behaviour at scale, particularly
during, but not limited to, high-risk periods (activity intended to influence elections
does not start and stop with the dissolution of Parliament and the King’s speech),
and be subject to independent oversight, transparency and enforcement.?9?

e 5.4.2 Implement provenance and labelling standards

The government should require large online platforms, search engines and widely
deployed Al systems to implement clear, consistent and interoperable standards
for signalling the provenance of Al-generated content at the point of use. This
should include labelling and metadata that persist across services and through
sharing, rather than platform-specific or easily removed indicators. Requirements
should be set in statute, be designed to operate effectively at scale during high
risk periods, and build on emerging technical standards like SynthID and the
C2PA specification, which offer robust frameworks for implementing provenance
metadata. Provenance systems should be compatible with independent detection
tools, accessible to researchers and fact checkers, and subject to oversight to
ensure consistent and reliable application.

o 5.4.3 Require Al provider output transparency

The government should require providers of widely deployed Al systems and
hybrid models, like Grok and Google Al Overviews, to ensure outputs include
clear, consistent and meaningful transparency on sources, uncertainty and
system limitations, particularly for high-impact domains such as health, politics
and finance. This should include source citation where available, clear indicators
where information is incomplete or contested, and explanations of how outputs
are generated. Requirements should operate across interfaces and use cases,
and support both user understanding and independent scrutiny. These measures
should enable rapid assessment of information reliability during high-risk periods,
and be subject to standards and oversight to ensure they are accurate and usable
in practice.
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5.4.4 Enable enhanced access to platform data

The government should use the Data (Use and Access) Act to establish a robust
framework for independent researcher access to platform, search engine and Al
system data, building on proposals from Ofcom and international best practice.
This framework should enable secure, privacy-preserving and proportionate
access for independent researchers, including accredited fact checkers, with
provision for timely access during elections and other high-risk periods. It should
move beyond ad hoc access to provide structured, ongoing access to relevant
data and systems, enabling scrutiny of how content is generated, ranked and
amplified at scale. The framework should include clear accreditation processes,
enforceable rights and independent oversight to ensure compliance. Its purpose
should be to enable systematic scrutiny of how information is generated, ranked,
distributed and amplified at scale, and to support evidence-based policy and
regulatory interventions.
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Conclusion

A healthy democracy depends on the ability of citizens, institutions and communities

to understand facts, recognise what is real, reach shared understandings about things
that matter, and be able to make informed decisions. This is now under immense and
increasing strain. The information environment is fragmented, rapidly evolving, and
increasingly shaped by automated systems, while the legal and institutional frameworks
that should oversee it have not kept pace.

This report shows that a central risk to our democracy is not just the prevalence of
misinformation, but the growing persistence of uncertainty about what information can
be trusted, verified and acted upon. The uncertainty extends to the institutional response
itself, which remains fragmented and difficult for the public to understand. There is

little sign of coherent action to stabilise the information environment, as it becomes
progressively harder to know which sources and voices to trust.

Public attitudes underline the scale of this challenge. Informed scepticism and robust
challenge are essential features of a healthy information environment. But confidence
in identifying misleading or Al-generated political content is low, trust in major
institutions as sources of reliable information is weak, and a clear majority believe that
the government’s current response to Al-driven misinformation is insufficient. These
perceptions matter. They shape how citizens interpret information, how they engage
with institutions, and ultimately how they participate in democratic processes.

International experience shows that while these risks cannot be eliminated, their impact
can be reduced. Where approaches are coordinated, responsibilities are clearly defined,
the focus is on system-level risks, and responses are visible and well-communicated,
uncertainty can be contained before it escalates into wider democratic harm. Such
systems provide the stabilising reference points that allow people to navigate complex
and fast-moving information environments with greater confidence.

In the UK, however, current arrangements are not yet sufficient for this task.
Responsibilities are fragmented across opaque institutions, coordination mechanisms
are not widely understood, and legal frameworks are not aligned with the realities of the
contemporary information system, let alone emerging risks. At the same time, key parts
of that system— including social media platforms, search engines, Al systems, digital
advertising and data infrastructure—are partially regulated and weakly integrated into
democratic oversight.
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The result is a widening gap between the scale and nature of information risks and the
capacity of governance systems to address them. Democratic resilience depends on
institutions operating coherently and, as far as possible, in ways that are visible and
intelligible to the public. Closing this gap will require more than isolated and incremental
reforms. It requires a shift towards a systemic approach that treats the information
environment as an interconnected whole, identifies points of stress and vulnerability, and
strengthens the foundations of trust and shared understanding.

The recommendations in this report are intended to support that shift. They aim to
ensure that when uncertainty arises, institutions are able to respond quickly, clearly and
credibly; that legal frameworks are equipped for the realities of the modern environment;
and that the information ecosystem as a whole supports, rather than undermines, public
understanding and participation. They also aim to ensure that citizens are equipped

to navigate the increasingly complex and automated information landscape with
confidence, and without bearing the full burden.

Ultimately, strengthening the information environment is not only a regulatory or
technical challenge, but a democratic one. It is essential to sustaining the conditions for
collective decision-making—the ability to resolve disagreement through shared evidence,
to act in moments of uncertainty, and to maintain confidence that public decisions are
grounded in a reality that can be known, communicated and trusted.
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