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which directly affect our mission to support well informed public debate, and where our
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reaching their own conclusions about the issues.
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Summary

There is a moral panic about ‘fake news’ which is prompting frightening over-reactions by
some governments and potentially internet and media companies. On the other hand,
misinformation and disinformation represent real risks to open societies and we need
effective responses.

This paper sets out a framework for a risk-based and proportionate response to the
problems of misinformation and disinformation in the UK. The realistic goal is not to
eliminate misinformation and disinformation, but is to build resilience against it.

We argue that immediate action is needed to tackle some urgent problems—notably our
outdated election law. But we also argue that rushing to come up with quick solutions to
the range of issues could do more harm than good. We need to understand the wider
issues clearly and design effective and proportionate solutions. Globally, some
governments have pressed the panic button, leading them to come up with rushed,
dangerous, and illiberal proposals. So far the UK has not. We should continue to try to work
out how an open democratic society can tackle misinformation and disinformation while
protecting free speech.

In Part One we point out the lack of research about the extent of the harm caused by
misinformation and disinformation. The fact of it is well-established, but without evidence
of the scale and impact of the problem it is harder to design proportionate responses. The
threat to open societies from over-reaction is serious, and we argue that the UK needs to
set an example internationally for how open societies should respond.

In Part Two we argue for two urgent actions to protect the integrity of our elections and
our democracy generally. The first is to mandate transparency for political advertising—in
real time, in machine readable formats. The second is for the imprint rule to apply online.

In Part Three we point out that the UK has an array of independent public bodies capable
of informing public debate. Providing high-quality and trusted information is an important
part of an open response. We argue that we need to make much more use of these bodies
and equip them, and the government and parliament, for 21st century communication if
we are to maintain trust in public life in the face of campaigns to undermine it.

Part Four argues that any move towards regulation aimed at tackling misinformation
should be scrutinised anxiously and preceded by a much more careful analysis of both the
players and also the principles at stake, and we suggest using the successful model of the
Warnock Report.

Misinformation and disinformation are just one part of the wider debate about how
governments and legislatures should respond to the rise of the internet, most of which
falls outside Full Fact’s remit and expertise. Misinformation and disinformation are
sensitive topics intimately connected with individuals’ free speech. Having worked to tackle
misinformation and disinformation for the public benefit since 2010, we offer this paper as
a contribution to that wider debate.
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Introduction

Like many other countries around the world, the UK government is in the process of
considering how it should respond to the range of harms associated with misinformation
and disinformation. Should we be regulating the internet? How should we define internet
companies like Facebook and Google? How can we protect our democracy?

As the UK’s independent factchecking organisation we are at the frontline of identifying
and tackling misinformation and disinformation. This document aims to share our thinking
and experience of what can work, and also where the risks lie.

What do we mean by misinformation and disinformation?

Defining these problems is difficult. Full Fact has been among the voices advocating
against using the term ‘fake news’ to refer to the problems associated with misinformation
and disinformation.® As well as narrowing and confusing the issues in scope, the phrase
has been effectively weaponised and subsequently made redundant by politicians and
media across the globe using it as a means of dismissing inconvenient dissent.

Beyond this, there is a lack of agreed definitions or

consistent use of the terminology, despite attempts by ‘It is easier thC] n
others to establish definitions by type.” We recognise

the definitions commonly used in UK policy-makingat ~ ever to hide

the time of writing, which stipulate that: knowledge in p[ain

Misinformation is the inadvertent spread of . .
f ation 1s th rent sp sight and this
false or misleading information; and

1 Disinformation is the deliberate use of false or mMa kes |t h(] rder for
misleading information to deceive audiences.
people to know
However, when assessing the harms and possible .
solutions, we have not always found it helpful to Where to plGCE thelr
divide the issues by intent. Full Fact leaves it up to trust.’

our readers to judge where inaccuracies lie on the
spectrum of misinformation and disinformation.

Therefore in this paper, we have opted to cover both definitions under the overarching
term ‘misinformation’, by which we mean the full range of issues that are captured by the
UK’s policy response to misinformation and disinformation. When we refer specifically to
‘disinformation’, we clarify this with reference to known actors or intent, for example state-
sponsored disinformation campaigns. This is by no means a perfect solution, but allows us
to focus our efforts on the harms that exist in the modern information environment, as
well as how we might begin to tackle them as an open society.

1

https://fullfact.org/blog/2018/jan/fake-news/
? https:/firstdraftnews.org/fake-news-complicated/
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Why now?

While misinformation has existed in various forms for a very long time, the internet has
opened the doors to a proliferation of sources and emerging technologies that have
changed the rules. It is easier than ever to hide knowledge in plain sight and this makes it
harder for people to know where to place their trust. We believe this change warrants a
fresh look at how we should respond to misinformation, not only in terms of government,
but also as a society. But whatever response we decide on as a country, it must be
grounded in free speech.

We have called for action where we believe it is proportionate and can be beneficial. We
have not called for government intervention in the content of information shared online or
during political campaigns. We have not commented on what requirements could be
placed on platforms, the media, or anyone else in relation to misinformation. This debate,
and our thinking on it, has further to go.

Full Fact’s role

Full Fact is the UK’s independent factchecking charity. We check claims made in the UK’s
print and broadcast media, in Parliament and, increasingly, online. We seek corrections
and push to improve the quality of public information.

In this debate we aim to do three things. Firstly, to provide evidence where we can to
inform the debate on how to tackle misinformation. Secondly, to make specific
recommendations for action where we think it’s appropriate based on the evidence and
our experience. Finally, we aim to contribute to the conversation and use our experience to
help others form their own judgements. We are not aiming to answer the general question
of how governments and legislatures should respond to the emergence of the internet,
and the wide range of issues bound up in that question. Full Fact’s expertise is in tackling
misinformation.

We have a cross-party board of trustees, and are funded by a range of charitable trusts,
individual donors and corporate sponsors. We have received funding from Google and
Facebook: details of our funding are available on our website.?

We believe that politics is important, and should be done well. Our work brings us into
contact with misinformation in all its forms on a daily basis, as well as some of the people
frustrated by the state of the information landscape.

As an organisation we believe first and foremost in the role of the individual citizen in
hearing, showing and judging ideas for ourselves. We work to promote access to reliable
information for UK citizens to use. We also recognise that some harms will need direct
measures to tackle them, and that these must be compatible with freedom of expression.
We believe in the value of grounding these debates in evidence and avoiding responses
that do more harm than good.

3 https:/fullfact.org/about/funding/
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